“Would vou like 1o see the top on Google Earth? "



« Will biometric be used to track people?

« Will biometric be used only for the intended purpose? Will the da¢alaes “linked”? Function
creep

e How do we alleviate these concerns?
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I AM MORDAC, THE
PREVENTER OF INFOR.—
MATION SERVICES,
AND I BRIMG YOU MY
NMEWEST BIOMETRIC
SCANNER.
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INSTEAD OF A PASS—
WORD, I PUT THIS ON

YOUR HEAD AND SQUEEZE
UNTIL YOU SCREAM IMN A

LJAY THAT ONLY YOU
CAM SCREAM.
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e Credit card fraud=$56B in 2005

e Skimming:“double swipe”™—once at the POS & once on a handheld device; download on
hotel key
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“I'm sorry, but someone else with
that identity is already here.”

o



“Basic Pilot Program{(DHS)
should include tamperproof ID fc
Job-seekers, incorporating
piometrics. Only then would it be
nossible to establish not only the
job applicants are authorized
work but also thathey are who
they say they afe

Doris Meissner and James Ziglar, New York Times OP-ED |Apti2007
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Biometric Recognition

R are extrACEING

» L
e biometeics o e Sobe

Prof. Tyfun Akgul, ITU,
Isanbul




 How you type can allow websites
to know who you are — or aren’t

o Keystroke patterning was first
employed by the military a centur
ago in its use of Morse code, whi
also allows senders to be identif|
by their typing rhythms

2 Kathleen Kingsbury, “Telltale Fingertips”, Time Bonus Section, page Atiaig 2007



OBAL LOTTERY!
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TO BED, S—
DEAR? oD o

|£AQEN’T LOOK AT THIS! I GOT AN N | THE PRIZE IS MILLIONS OF DOLLARS
yOU 4\ E-MAIL FROM CHINA TELLING ’ AND ALL I HAVE TO DO IS VERIFY MY
COMING D 2 ME 1 WON A y SOCIAL SECURITY

i £
www, blondie.com
T

N NUMBER

HA! HA! HA! CAN YOU IMAGINE ANYONE
GETTING SUCKERED INTO BELIEVING W,

A PHONY
SCAM LIKE
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WELL, WHAT COULD IT HURT TO ENTER

THE FIRST SIXK DIGITS?
_
/
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DAGWOOD!
GET BACK
IN BED/!




Who is Moving the Mouse?

Comm. ACM, August 200¢



Credit card fraud amounts ballions In losses for
millions of customers

Mike Keefe Editorial Cartoon




Surrogataepresentations of identity based“@rat you know”or “what you have’cannot be

trusted

DILBERT

DOGBERT'S PASSUWORD
RECOVERY SERVICE
FOR MORONS

THATS JUST
SPOOKY.

scottadams@aol.com

I DONT REMEMBER
MY PASSWORD.
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Ten most common passwords: password, 123456
Qwerty, abcl23, letmein, monkey, myspacel, passwordl, link182, (ysiurdime)

http://www.pcmag.com/article2/0,1895,2113976,00.asp
13



e Uniguenessindividuality)
 Permanencéersistence)

e Classifiability (indexing)

e Genotype & phenotypeharacteristics

ldentical twins have different prints _ . . ,
Fingerprint = “uniqueness



CARIBBEAN AIRPORT SECURITY




