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• Should John be granted a visa?

• Does Alice already have a passport?

• Has Robert already voted?

• Is Mary authorized to enter the securefacility?

Identity QuestionsIdentity Questions

• Is Mary authorized to enter the securefacility?

• Can Steve access the secure website?

• Is Cathy the owner of the bank account?

• Does Charlie have  a criminal record?
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Bertillon SystemBertillon System
Bertillon system(1882) stored anthropomorphic features

H.T. F. Rhodes, Alphonse Bertillon: Father of Scientific Detection, Harrap, 1956



Friction Ridge PatternsFriction Ridge Patterns
Ridged (friction) skin on fingers, palms & soles

Cumins and Midlo, Finger Prints, Palms and Soles, Dover, 1961



FingerprintsFingerprints

“Perhaps the most beautiful and characteristic of 
all superficial marks (on human body) are the small 
furrows with the intervening ridges and their pores
that are disposed in a singularly complex yet even that are disposed in a singularly complex yet even 
order on the under surfaces of the hands and feet.”

Francis Galton, Nature, June 28, 1888
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Automatic Biometric RecognitionAutomatic Biometric Recognition

Enrollment vs. recognition; verification (1:1) vs. identification (1:N)



Smart Card

Physical 
Access Control

Logical 
Access Control

Border Control

Applications

Forensics

Consumer 
Products

ATM
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• Intrinsic failures

• Lack of uniqueness in biometric traits (large intra-class 
variability, small inter-user variability)

• Recognition error (FAR, FRR, failure to enroll)

• Adversary attacks

• Administrative/insider attacks (integrity of enrollment, 

Biometric Systems: LimitationsBiometric Systems: Limitations

• Administrative/insider attacks (integrity of enrollment, 
collusion, coercion)

• Non-secure infrastructure (template security, channel security, 
software integrity)

• Biometric overtness (spoof attacks)



“State-of-the-art” Error Rates“State-of-the-art” Error Rates
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~85M passengers at Atlanta airport in 2006; what is the acceptable error?
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Score fusion

¹ =

¹ =

Recognition failed at rank-1   
(FaceVACS only)

Recognition succeeded at rank-1 
(FaceVACS + face marks)

Matching with face marks

¹ =
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