


CARIBBEAN AIRPORT SECURITY




Should John be granted/sa?

Does Alice already have@sspor?

Has Robert alreadyoted?

Is Mary authorized to enter tlsecur facility ?
Can Steve access thecure websi

Is Cathy the owner of theank accour

Does Charlie have aiminal recor@®
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“I'm sorry, but someone else with
that identity is already here.”
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Bertillon systen(1882) stored anthropomorphic features

H.T. F. Rhodes, Alphonse Bertillon:
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Father of Scientific Detection, IHalrd56




Ridged {riction) skin on fingers, palms & soles

Cumins and Midlo, Finger Prints, Palms and Soles;db, 1961




“Perhaps thenost beautiful and characteristic of
all superficial marks (on human body) are the s
furrows with the intervening ridges and their po
that are disposed In a singularly complex yet €

order on the under surfaces of the hands and f

Francis Galton, Nature, June 28, 1888
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Enrollment vs. recognition; verification (1:1) vdentification (1:N)
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e |ntrinsic failures

o Lack of unigueness in biometric traits (large intra-class
variability, small inter-user variability)

* Recognition error (FAR, FRR, failure to enroll)
o Adversary attacks

o Administrative/insider attacks (integrity of enrollme
collusion, coercion)

 Non-secure infrastructure (template security, channel secur
software integrity)

* Biometric overtness (spoof attacks)
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~85M passengers at Atlanta airport in 2006; wh#tesacceptable error?
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Recognition failed at rank-1
(FaceVACS only)

Score fusion
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Matching with face marks

Recognition succeeded at rank-1
(FaceVACS + face marks)
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