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Abstract. Minutiae-based representation is the most widely adopted fingerprint
representation scheme. The compactness of minutiae template has created an im-
pression that the minutiae template does not contain sufficient information to
allow the reconstruction of the original fingerprint image. This belief has now
been shown to be false; several algorithms have been proposed that can recon-
struct fingerprint images from minutiae templates. However, these reconstruction
techniques have a common weak point: many spurious minutiae, not included in
the original minutiae template, are generated in the reconstructed image. More-
over, some of these techniques can only reconstruct a partial fingerprint. In this
paper, a novel fingerprint reconstruction algorithm is proposed, which not only
reconstructs the whole fingerprint, but the reconstructed fingerprint contains very
few spurious minutiae. A fingerprint image is modeled as a 2D Frequency Mod-
ulation (FM) signal whose phase consists of the continuous part and the spiral
part (which corresponds to minutiae). An algorithm is proposed to reconstruct
the continuous phase from minutiae. The proposed reconstruction algorithm has
been evaluated with respect to the success rates of type-I attack (match the recon-
structed fingerprint against the original fingerprint) and type-II attack (match the
reconstructed fingerprint against the different impressions of the original finger-
print) using a commercial fingerprint recognition system. Both types of attacks
were shown to be successful in deceiving the fingerprint system.

Key words: Fingerprint synthesis, fingerprint reconstruction, minutiae, AM-FM,
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1 Introduction

Fingerprint recognition systems play a crucial role in many situations where a person
needs to be verified or identified with high confidence. A fingerprint is an oriented tex-
ture consisting of interleaving ridges and valleys. The pattern of minutiae, which are
the endpoints and merging points of ridges, is believed to be unique to each finger. Due
to its distinctiveness and compactness, minutiae-based representation has become the
most widely adopted fingerprint representation scheme. Since minutiae template is a
compact representation of a fingerprint, it has been assumed that it is not possible to
reconstruct the original fingerprint from a minutiae template. In other words, minutiae
extraction algorithms have been traditionally viewed as a “one-way” transform. Re-
cently, however, this belief has been challenged by some researchers [1-3] who were
successful in reconstructing a fingerprint image from the given minutiae template.
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Hill [1] proposed a technique to determine the fingerprint structure from minutiae
template (including singular points). In this work, orientation field was generated based
on singular points according to the model in [4]. A line drawing algorithm was used to
generate a sequence of splines passing through the minutiae. Ross et al. [2] first esti-
mated the orientation field using selected minutiae triplets in the template. Streamlines
were then traced starting from minutiae and border points. Linear Integral Convolu-
tion was used to impart texture-like appearance to the ridges. Finally, the image was
smoothed to obtain wider ridges. This reconstruction algorithm can only generate a
partial fingerprint. In addition, streamlines that terminated due to distance constraint
between adjacent streamlines generate spurious minutiae. Cappelli et al. [3] estimated
the orientation field by fitting a modified model proposed in [5] to the minutiae di-
rections. Gabor filtering is iteratively performed starting from minutiae on an image
initialized by local minutiae pattern. A rendering step is performed to make the recon-
structed fingerprint image appear more realistic. However, this algorithm also generates
many spurious minutiae in the reconstructed fingerprints.

Fingerprint reconstruction from minutiae (hereinafter simply referred to as finger-
print reconstruction) is very similar to fingerprint synthesis [6] except that the goals and
the inputs of the two techniques are different. The goal of fingerprint reconstruction is
to obtain an artificial fingerprint that resembles the original fingerprint as much as pos-
sible, while the goal of fingerprint synthesis is to generate artificial fingerprints that are
as realistic as possible. For fingerprint reconstruction, the minutiae from a given finger-
print must be provided, while for fingerprint synthesis, no input is needed (except for
statistical models learned from many real fingerprints).

The well-known SFINGE fingerprint synthesis method of Cappelli et al. [6] per-
forms Gabor filtering on a seed image according to the orientation and frequency im-
ages; minutiae automatically emerge during the filtering procedure. Some intraclass
variations, such as spatial transformation, touching area, nonlinear distortion, ridge di-
lation/shrinking and noise, are simulated to generate realistic impressions of the master
fingerprint. One main limitation of SFINGE is that minutiae can not be controlled. As
a result, SFINGE may generate problematic fingerprints that contain too few minutiae
or very long ridges. It is well known that the distribution of minutiae in fingerprints is
not random and fingerprints of different pattern types have different minutiae distribu-
tions [2]. The minutiae distribution of fingerprints generated by SFINGE may not con-
form to such distributions since these minutiae are automatically generated during the
image filtering process. Similar fingerprint synthesis methods have also been proposed
in [7, 8]. Reaction-diffusion technique described in [9] can also be used for synthesiz-
ing fingerprints. Bicz [10] described a fingerprint synthesis technique based on 2D FM
model. The phase of FM model consists of the continuous component and the spiral
component, which corresponds to minutiae. A fingerprint is synthesized by generating
each component separately and combining them. Separation of the continuous phase
and the spiral phase makes minutiae controllable. However, the most important step,
generating continuous phase component, was not described in [10]. According to the
demo software provided by the author, only a partial fingerprint (around the core) can
be generated and the orientation field of each of the four fingerprint patterns is fixed.
Larkin and Fletcher [11] proposed a fingerprint analysis framework based on AM-FM
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model where a fingerprint image is decomposed into the four components of the model.
Separate compression of each component leads to a compressed fingerprint with an
impressive compression factor of 239.

In this paper, a novel approach to fingerprint reconstruction from minutiae template
is proposed, which uses FM model as the fingerprint representation scheme. Specifi-
cally, a new algorithm is proposed to reconstruct the continuous phase of FM model
from minutiae. The advantages of our approach over existing approaches to finger-
print reconstruction [1-3] are: (i) the complete fingerprint can be reconstructed, and
(i1) the reconstructed fingerprint contains very few spurious minutiac. The proposed
reconstruction algorithm has been quantitatively assessed by matching reconstructed
fingerprints against the original fingerprints (termed as type-I attack) and against differ-
ent impressions of the original fingerprints (termed as type-II attack) using a commer-
cial fingerprint SDK, Neurotechnology VeriFinger 4.2 [12]. Type-I attack was found to
have a high chance in deceiving the fingerprint recognition system in both the verifica-
tion and identification experiments. Type-II attack also has a significantly higher accept
rate than that of impostor match.

2 Fingerprint Representation

Larkin and Fletcher [11] proposed to represent a fingerprint image as a 2D amplitude
and frequency modulated (AM-FM) signal:

I(z,y) = a(z,y) + b(x, y) cos(¥(z,y)) + n(z,y), €))

which is composed of four components: the intensity offset a(x,y), the amplitude
b(z,y), the phase ¥(x,y), and the noise n(z,y). Here we are only interested in the
phase ¥ (z,y), since ridges and minutiae are totally determined by the phase; the other
three components just make the fingerprint appear realistic. Therefore, an ideal finger-
print is represented as a 2D FM signal:

I(z,y) = cos(¥(z,y)). 2)

According to the Helmholtz Decomposition Theorem [13], the phase can be uniquely
decomposed into two parts: the continuous phase and the spiral phase:

The gradient of the continuous phase ¥ (z,y) is termed as instantaneous frequency
G(z,y). The direction of instantaneous frequency is normal to ridge orientation. The
amplitude of instantaneous frequency is equal to the ridge frequency.

The spiral phase ¥s(z,y) corresponds to minutiae:

N
Ug(z,y) = Z P, arctan( Y= Un ), )

T — T,

n=1

where x,, and y,, denote the coordinates of the nth minutia, and N denotes the total
number of minutiae. The direction of a minutia is determined by its polarity p, €
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Fig. 1. (a) Synthetic fingerprint without minutiae and (b) synthetic fingerprint with 7 minutiae.

{1, —1} and the local ridge orientation O(x,,,y, ), which is defined in the continuous
phase. Assume the ridge orientation is in the range [0, 7r]. The direction of a minutia is
equal to O(zy,, y,) When it has positive polarity, or O(x,,, ¥, ) + 7 when it has negative
polarity. Adding spiral to a continuous phase generates minutiae. Figure 1(a) shows
a synthesized fingerprint that only contains continuous phase. Adding 7 spirals to the
continuous phase leads to the synthesized fingerprint in Fig. 1(b).

3 Fingerprint Reconstruction

3.1 Problem Statement

A set of N minutiae {x,,, Yn, @}, 1 < n < N of a fingerprint is given, where (z,,, y,,)
and «,, denote the location and direction of the nth minutia, respectively. In terms of
FM model, the spiral phase is given and the direction of instantaneous frequency of the
continuous phase is known at the locations of the /N minutiae. The problem is to recon-
struct the original fingerprint image modeled by Eq. (1). This is obviously an ill-posed
problem, since the important information required to reconstruct the continuous phase
of fingerprints, ridge frequency, is unknown. Information needed to reconstruct realis-
tic fingerprints, such as brightness, contrast, the background noise of fingerprint sensor,
and detailed ridge features (pores, contours) etc., is also not available. A more practi-
cal goal is to estimate the FM representation of the original fingerprint, cos(¥(x,y)).
To obtain the phase ¥(x, y), the following three steps are performed: orientation field
reconstruction, continuous phase reconstruction, and combination of the spiral phase
and the continuous phase. The flow chart of the proposed fingerprint reconstruction
algorithm is depicted in Fig. 2.

3.2 Orientation Field Reconstruction

Ross et al. [2] used selected minutiae triplets to estimate the orientation field in trian-
gles. Cappelli et al. [3] estimated orientation field by fitting an orientation field model
to the orientations at minutiae. Both these methods have a minimum requirement on the
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Fig. 2. Flow chart of the proposed fingerprint reconstruction algorithm.

number of minutiae. We propose a novel orientation field reconstruction algorithm that
can work even when only one minutia is available. Figure 3 shows the reconstructed
orientation field for the four main types of fingerprints.

The image is divided into non-overlapping blocks of 8 x 8 pixels. Foreground mask
for the fingerprint image is obtained by dilating the convex hull of minutiae using a disk-
shaped structuring element of 8 x 8 pixels. The local ridge orientation at block (m,n)
is predicted by using the nearest minutia in each of the 8 sectors. The minutia direction
oy, is doubled to make oy, equivalent to o, + 7. The cosine and sine components of 2ay,
of all the K selected minutiae are summed:

. i cos(2ak)7v _ i sin(2o¢;€)7 )
k=

k=1 d, T

where dj, denotes the Euclidean distance between the block center and the kth minutia.
Then the orientation at block (m, n) is computed as: O(m,n) = 3 arctan(2).

v
m
3.3 Continuous Phase Reconstruction

The continuous phase of a fingerprint is modeled by piecewise planes at each fore-
ground block (m,n) of 8 x 8 pixels:

Uo(z,y) = 2w - F(m,n) - (cos(O(m,n))x + sin(O(m,n))y) + P(m,n),
8m—-1)<z<8m,8(n—-1)<y<8n, (6)
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Fig. 3. Reconstructed orientation field for the four main types of fingerprints: (a) arch, (b) left
loop, (c) right loop, and (d) whorl.

where F(m,n), O(m,n) and P(m,n) denote the ridge frequency, the ridge orientation
and the phase offset at block (m,n), respectively. Since it is not possible to estimate
the ridge frequency from minutiae (if the ridge count information between minutiae is
provided, then it is possible to estimate the ridge frequency), we have used a constant
frequency value 0.1 for the whole image, which corresponds to a ridge period of 10
pixels in 500 ppi images. The only unknown value in Eq. (6), the phase offset P(m,n),
is estimated by the following algorithm.

Starting with a queue containing the top left-most block (whose phase offset is
assumed to be 0), in each iteration, a block is obtained from the queue and each of
its four-connected neighbors is checked if it has been reconstructed (namely, the phase
offset has been estimated). If one of the neighboring blocks has not been reconstructed,
the phase offset of this block is estimated and it is put into the queue. This procedure
is performed until the queue is empty (which means that the continuous phase has been
reconstructed at all the foreground blocks). An ancillary image is used to record the
reconstructed blocks.

Here we describe how to estimate the phase offset of a block using all of the al-
ready reconstructed four-connected neighbors. Consider one of the neighbors, say block
(m — 1,n), of block (m,n). The phase images of these two blocks are required to be
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Fig. 4. Reconstructed fingerprints (overlaid on the original fingerprints) for the four main types
of fingerprints: (a) arch, (b) left loop, (c) right loop, and (d) whorl. The original minutiae are
denoted by white squares.

continuous at the border pixels {(z,y) : © = 8(m — 1),8(n — 1) <y < 8n}. For each
border pixel (z,y), a phase offset of block (m, n) is estimated:

¥ =0.27 - (cos(O(m — 1,n)) - +sin(O(m — 1,n)) -y) + P(m — 1,n)
—0.27 - (cos(O(m,n)) -z +sin(O(m,n)) -y). (7)

The mean value is used as the phase offset of block (m, n).

After the continuous phase is reconstructed, the reconstructed fingerprint can be
obtained by combining the continuous phase and the spiral phase. In Fig. 4, the recon-
structed fingerprint for each of the four types of fingerprints in Fig. 3 is overlaid on the
original fingerprint. The reconstructed fingerprints match the original fingerprints well.
But, the reconstructed fingerprints do contain a few spurious minutiae, especially in the
region of singularity. The main cause for the spurious minutiae is the assumption of a
fixed ridge frequency for the whole image, which is not true for real fingerprints.
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Fig. 5. Performance of the proposed reconstruction algorithm. (a) ROC curves of type-I attack,
type-1II attack and genuine match against impostor match on FVC2002 DB1_A. (b) CMC curves
of type-I attack, type-II attack and genuine match on NIST SD4.

4 Experiments

A reconstructed fingerprint may be used to attack the system that contains the origi-
nal fingerprint template (termed as type-I attack) or the systems where the same finger
has also been enrolled (termed as type-II attack). Such fingerprint recognition systems
may work in the verification mode or in the identification mode. To evaluate the perfor-
mance of the proposed reconstruction algorithm in these situations, VeriFinger 4.2 by
Neurotechnology [12] was assumed to be the attacked fingerprint recognition system.
The verification experiment was performed on FVC2002 DB1_A [14], which con-
sists of 100 fingers and 8 impressions per finger. Fingerprints were reconstructed from
the minutiae templates of all the 800 images. Each reconstructed fingerprint was matched
against all the 8 impressions of the same fingerprint in the database, which produced 800
type-I attacks and 5,600 type-II attacks. For the purpose of comparison, 2,800 genuine
matches were obtained by cross matching 8 impressions of the same fingerprint and
4,950 impostor matches were obtained by cross matching the first impression of dif-
ferent fingerprints. By changing decision thresholds, the accept rates of type-I attack,
type-II attack, genuine match and impostor match were obtained. The three Receiver
Operating Characteristic (ROC) curves in Fig. 5(a) are plots of the true accept rates
(termed as TAR) of type-I attack, type-II attack and genuine match against the false
accept rates (termed as FAR) of impostor match. It can be observed that even under
a very secure setting (0.1% FAR), both type-I attack and type-II attack have a much
higher accept rate (70% and 25%, respectively) than the accept rate of impostor match,
namely 0.1% FAR. As expected, type-I attack has more chance than type-II attack in
deceiving a fingerprint verification system. But the impact of type-II atack should not be
underestimated, since it can be launched against all fingerprint systems where the same
finger has been enrolled. It should be noted that this performance can not be directly
compared to the performance reported in [3], since (i) only type-I attack was considered
in [3]; (ii) only the first impression (with large image size and good image quality) of
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each finger was used for reconstruction in [3]; and (iii) different fingerprint matchers
have very different ability in dealing with artificial fingerprints, as shown in [3].

The identification experiment was performed on NIST SD4 [15], which consists
of 2,000 pairs of ink-on-paper fingerprints (called file and search fingerprints, respec-
tively). Fingerprints were reconstructed from the templates of 2,000 file fingerprints.
The reconstructed fingerprints were matched against 2,000 file fingerprints and 2,000
search fingerprints to obtain 2,000 type-I attacks and 2,000 type-II attacks, respectively.
For the purpose of comparison, 2,000 search fingerprints are also matched against 2,000
file fingerprints to obtain 2,000 genuine matches. The Cumulative Match Characteris-
tic (CMC) curves of type-I attack, type-II attack and genuine match are given in Fig.
5(b). The rank-1 identification rate of 98.1% indicates that type-I attack has a very high
identification rate in deceiving a fingerprint identification system, even higher than the
identification rate of a genuine match. It should be noted that the rank-1 identification
rate of type-I attack is only 23% in [2]. Since the same fingerprint database has been
used and the same minutiae extraction and matching algorithms have been employed,
we can conclude that the proposed reconstruction algorithm performs better than the
algorithm of Ross et al. [2].

The reconstruction of fingerprints in FVC2002 DB1 and NIST SD4 takes around 3
and 8 seconds per image, respectively, when tested on a PC with 3GB of RAM and a
3GHz Pentium 4 CPU. The algorithm is currently implemented in MATLAB and we
expect the computational costs to be significantly reduced after optimization.

5 Conclusions and Future Work

A FM model based fingerprint reconstruction scheme has been proposed. The phase of
FM model is composed of the continuous phase and the spiral phase. A reconstructed
fingerprint is obtained by reconstructing the orientation field, reconstructing the contin-
uous phase and combining the continuous phase with the spiral phase. The experimental
results show that the reconstructed images are very consistent with the original finger-
prints and that there is a high chance to deceive a state-of-the-art commercial fingerprint
recognition system.

The reconstructed fingerprints still contain a few spurious minutiae, especially in
the high curvature regions. The spurious minutiae can be avoided by (i) detecting and
subtracting spirals from the continuous phase, or (ii) permitting the ridge frequency to
vary in a reasonable range. To obtain reconstructed images more consistent with the
original fingerprints, ridge frequency and minutiae type should be utilized. To make the
reconstructed fingerprints more realistic, brightness, ridge thickness, pores and noise
should be modeled. The accept rate of the reconstructed fingerprints can be further
improved by reducing the image quality around the spurious minutiae. To reduce the
risk of attacks using reconstructed fingerprints, robust fingerprint template security [16]
and spoof detection techniques [17] should be developed.
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