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Abstract

Prevailing methods of human identification based on credentials (identification documents and PIN)
are not able to meet the growing demands for stringent security in applications such as national ID
cards, border crossings, government benefits, and access control. As a result, biometric recognition, or
simply biometrics, which is based on physiological and behavioural characteristics of a person, is being
increasingly adopted and mapped to rapidly growing person identification applications. Unlike
credentials (documents and PIN), biometric traits (e.g., fingerprint, face, and iris) cannot be lost, stolen,
or easily forged; they are also considered to be persistent and unique. Use of biometrics is not new;
fingerprints have been successfully used for over one hundred years in law enforcement and forensics
to identify and apprehend criminals. But, as biometrics permeates our society, this recognition
technology faces new challenges. The design and suitability of biometric technology for person
identification depends on the application requirements. These requirements are typically specified in
terms of identification accuracy, throughput, user acceptance, system security, robustness, and return
on investment. The next generation biometric technology must overcome many hurdles and challenges
to improve the recognition accuracy. These include ability to handle poor quality and incomplete data,
achieve scalability to accommodate hundreds of millions of users, ensure interoperability, and protect
user privacy while reducing system cost and enhancing system integrity. This chapter presents an
overview of biometrics, some of the emerging biometric technologies and their limitations, and

examines future challenges.



1.1 Introduction

Human identification leads to mutual trust that is essential for the proper functioning of society.
We have been identifying fellow humans based on their voice, appearance, or gait for thousands of
years. However, a systematic and scientific basis for human identification started in the 19™
century when Alphonse Bertillon [26] introduced the use of a number of anthropomorphic
measurements to identify habitual criminals. The Bertillon system was short-lived: soon after its
introduction, the distinctiveness of human fingerprints was established. Since the early 1900s,
fingerprints have been an accepted method in forensic investigations to identify suspects and
repeat criminals. Now, virtually all law enforcement agencies worldwide use Automatic
Fingerprint Identification Systems (AFIS). With growing concerns about terrorist activities,
security breaches, and financial fraud, other physiological and behavioral human characteristics
have been used for person identification. These distinctive characteristics, or biometric traits,
include features such as face, iris, palmprint, and voice. Biometrics [1,2] is now a mature
technology that is widely used in a variety of applications ranging from border crossings (e.g., the

US-VISIT program) to visiting Walt Disney Parks.

Biometric recognition is based on two fundamental premises about body traits:
distinctiveness and permanence [1]-[2]. The applicability and identification accuracy of a specific
biometric trait essentially depends to what extent these two premises hold true for the population at
hand. Fingerprints, face, and iris are amongst the most popular physiological characteristics used
in commercial biometric systems, with fingerprint alone capturing over 50% of the civilian market
share [21]. Distinctiveness as well as the permanence of many of the behavioural characteristics
proposed in the literature (such as signature, gait, and keystroke dynamics) is weak. As such, very
few operational systems based on these traits have been deployed so far. The choice of a specific
biometric modality typically depends on the nature and requirements of the intended identification
application. As an example, voice biometric is appropriate in authentication applications involving
mobile phones since a sensor for capturing voice (microphone) is already embedded in the phone.
Fingerprint is the most popular biometric for accessing laptops, mobile phones and PDAs since
low cost, small footprint fingerprint sweep sensors can be easily embedded in these devices. Some
of the traits, for example, hand geometry, are more appropriate for verification applications (1:1
matching) whereas others like fingerprint, iris, and face have sufficient discriminating power to be
applicable in large-scale identification applications (1:N matching). One of the unique applications
of biometrics is in the negative identification, i.e., the person is not the one who has already been

registered/enrolled in the system. The negative identification is required to prevent multiple



enrolments of the same person which is critical for large scale biometric applications, e.g. claiming

social benefits from the government sponsored programs. Therefore, even in verification

applications, identification capabilities for the negative identification are necessary. We now

briefly introduce some of the popular biometric modalities.

(a)

(b)

Face: Humans have a remarkable ability to recognize fellow beings based on facial
appearance. So, face is a natural human trait for automated biometric recognition. Face
recognition systems typically utilize the spatial relationship among the locations of facial
features such as eyes, nose, lips, chin, and the global appearance of a face. The forensic and
civilian applications of face recognition technologies pose a number of technical challenges
both for static mug-shot photograph matching (e.g., for ensuring that the same person is not
requesting multiple passports) to unconstrained video streams acquired in visible or
near-infrared illumination (e.g., in surveillance). An excellent survey of existing face
recognition technologies and challenges is available in [40]. The problems associated with
illumination, gesture, facial makeup, occlusion, and pose variations adversely affect the face
recognition performance. While face recognition is non-intrusive, has high user acceptance,
and provides acceptable levels of recognition performance in controlled environments, robust
face recognition in non-ideal situations continues to pose challenges.

Fingerprint: Fingerprint-based recognition has been the longest serving, most successful and
popular method for person identification. There are numerous historical accounts which
suggest that fingerprints have been used in business transactions as early as 500 B.C. in
Babylon [38] and later by Chinese officials to seal the official documents in the 3™ century
B.C. [39]. Fingerprints consist of a regular texture pattern composed of ridges and valleys.
These ridges are characterized by several landmark points, known as minutiae, which are
mostly in the form of ridge endings and ridge bifurcations. The spatial distribution of these
minutiae points is claimed to be unique to each finger; it is the collection of minutiae points in
a fingerprint that is primarily employed for matching two fingerprints. In addition to minutiae
points, there are sweat pores and other details (referred to as extended or level 3 features)
which can be acquired in high resolution (1000 ppi) fingerprint images. These extended
features are receiving increased attention since forensics experts seem to utilize them
particularly for latent and poor quality fingerprint images. Nearly all forensics and law
enforcement agencies worldwide utilize Automatic Fingerprint Identification Systems (AFIS).
Emergence of low cost and compact fingerprint readers has made fingerprint modality a

preferred choice in many civil and commercial applications.



(c)

(d)

(e)

Iris: The iris is the colored annular ring that surrounds the pupil. Iris images acquired under
infrared illumination consist of complex texture pattern with numerous individual attributes,
e.g. stripes, pits, and furrows, which allow for highly reliable personal identification. The iris
is a protected internal organ whose texture is stable and distinctive, even among identical
twins (similar to fingerprints), and extremely difficult to surgically spoof. An excellent survey
on the current iris recognition technologies and future research challenges is available in [41].
First invented by Daugman [72], both the accuracy and matching speed of currently available
iris recognition systems is very high. Iris recognition has been integrated in several large-scale
personal identification systems (e.g., border crossing system in the United Arab Emirates [88]).
Several efforts are also being made to capture iris at a distance [89]-[90]. However, relatively
high sensor cost, along with relatively large failure to enrol (FTE) rate reported in some
studies, and lack of legacy iris databases may limit its usage in some large-scale government
applications.

Palmprint: The image of a human palm consists of palmar friction ridges and flexion creases
[42]. Latent palmprint identification is of growing importance [92] in forensic applications
since around 30% of the latent prints lifted from crime scenes (from knifes, guns, steering
wheels) are of palms rather than of fingers [49]. Similar to fingerprints, latent palmprint
systems utilize minutiae and creases for matching. While law enforcement and forensics
agencies have always collected fingerprints, it is only in recent years that large palmprint
databases are becoming available. Based on the success of fingerprints in civilian applications,
some attempts have been made to utilize low resolution palmprint images (about 75 dpi) for
access control applications, [108], [115]-[116].These systems utilize texture features which
are quite similar to those employed for iris recognition. To our knowledge, palmprint
recognition systems have not yet been deployed for civilian applications (e.g., access control),
mainly due to their large physical size and the fact that fingerprint identification based on
compact and embedded sensors works quite well for such applications.

Hand Geometry: It is claimed that individuals can be discriminated based on the shape of their
hands. Person identification using hand geometry utilizes low resolution (~20 ppi) hand
images to extract a number of geometrical features such as finger length, width, thickness,
perimeter, and finger area. The discriminatory power of these features is quite limited, and
therefore hand geometry systems are employed only for verification applications (1:1

matching) in low security access control and time-and-attendance applications. The hand
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geometry systems have large physical size, so they cannot be easily embedded in existing
security systems.

Voice: Speech or voice-based recognition systems identify a person based on their spoken
words. The generation of human voice involves a combination of behavioral and physiological
features. The physiological component of voice generation depends on the shape and size of
vocal tracts, lips, nasal cavities, and mouth. The movement of lips, jaws, tongue, velum, and
larynx constitute the behavioral component of voice which can vary over time due to person’s
age and medical condition (e.g., common cold). The spectral content of the voice is analyzed
to extract its intensity, duration, quality, and pitch information, which is used to build a model
(typically the Hidden Markov Model) for speaker recognition. Speaker recognition is highly
suitable for applications like tele-banking but it is quite sensitive to background noise and
playback spoofing. Again, voice biometric is primarily used in verification mode.

Signature: Signature is a behavioral biometric modality that is used in daily business
transactions (e.g., credit card purchase). However, attempts to develop highly accurate
signature recognition systems have not been successful. This is primarily due to the large
intra-class variations in a person’s signature over time. Attempts have been made to improve
the signature recognition performance by capturing dynamic or online signatures that require
pressure-sensitive pen-pad. Dynamic signatures help in acquiring the shape, speed,
acceleration, pen pressure, order and speed of strokes, during the actual act of signing. This
additional information seems to improve the verification performance (over static signatures)
as well as circumvent signature forgeries. Still, very few automatic signature verification
systems have been deployed.

DNA: The DNA is an acronym for deoxyribonucleic acid which is present in nucleus of every
cell in human body and therefore a highly stable biometric identifier that represents
physiological characteristic [130]. The DNA structure of every human is unique, except from
identical twins, and is composed of genes that determine physical characteristics (like eye or
hair color). Human DNA samples can be acquired from a wide variety of sources; from hair,
finger nails, saliva and blood samples. Identification based on DNA requires first isolating
from source/samples, amplifying it to create multiple copies of target sequence, followed by
sequencing that generates a unique DNA profile. The DNA matching is quite popular for
forensic and law enforcement applications. However, it requires tangible samples and cannot
yet be done in real time. Currently, not all the steps in DNA matching are automated and

therefore results can be skewed if the process is not conducted properly or the DNA samples



themselves get contaminated. In summary, the DNA matching process is expensive, time
consuming and therefore not yet suitable for large scale biometrics applications for civilian
usage.

Hand Veins: The pattern of blood vessels hidden underneath the skin is quite distinct in
individuals, even among identical twins and stable over long period of time. The primary
function of veins is to carry blood from one part of the body to another and therefore vascular
pattern is spread throughout the body. The veins that are present in hands, i.e. palm, finger and
palm dorsal surface, are easy to acquire (using near infrared illumination) and have been
employed for the biometric identification [129]. The vein patterns are generally stable for
adults (age of 20-50 years) but begin to shrink later due to decline in strength of bones and
muscles. There are several diseases, like diabetes, atherosclerosis, or tumors, which can
influence the vein patterns and make them thick or thin. Biometric authentication devices
using finger and palm vein imaging are now available for some commercial applications
[128].to the best of our knowledge, there is no known large scale vascular biometric system.
This could be primarily due to concerns about the system cost and lack of large scale studies
on vein individuality and stability. On the plus side, these vascular systems are touchless

which often appeals to the user.
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Figure 1: Commonly used biometric traits: (a) fingerprint, (b) face, (c) iris, (d) hand shape, (¢)

palmprint, (f) ear, (g) retina, and (h) signature.

The recognition accuracy of individual biometric traits outlined above may not be adequate
to meet the requirements of some high security applications. The low individuality or
uniqueness and lack of adequate quality of individual biometric traits for some users in the

target population can also pose problems in large scale applications. The biometric modality



employed for large-scale deployments demands high universality among the user population.
It was reported [60] that about 2% of the population does not have usable fingerprints for
enrolment in fingerprint identification systems (Note that this figure can vary significantly
from one target population to the other). Therefore the combination of different biometric
modalities needs to be employed to ensure desired level of security and flexibility in some
applications. Another advantage of multimodal systems is that they can potentially offer
protection against spoof attacks as it is extremely difficult to spoof multiple modalities

simultaneously.

1.2 Expectations from Biometrics Technologies

(i)

(i)

Increasing requirements for security in many sectors of our society have generated a tremendous
interest in biometrics. This has also raised expectations from biometric technologies. These
expectations can be summarized into five categories: performance, cost, user convenience,

interoperability, and system security.

Performance: The recognition performance achievable from a biometric system is of utmost

interest in the deployment of biometric systems. A biometric system is prone to numerous
errors; failure to enrol (FTE), false accept rate (FAR), and false reject rate (FRR). The system
performance is further characterized in terms of transaction time or throughput. The accuracy
of a biometric system is not static, but it is data dependent and influenced by several factors:
(a) biometric quality, which is related to the quality of sensed signal/image, (b) composition of
target user population (e.g., gender, race, age, and profession), (c) size of database (i.e.,
number of subjects enrolled in the system), (d) time interval between enrolment and
verification data, (e) variations in the operating environment (e.g., temperature, humidity, and
illumination), (f) distinctiveness of biometric modality, and (g) robustness of employed
algorithms (namely, segmentation, feature extraction, and matching algorithms). A biometrics
authentication system can make two types of errors: a false match, in which the matcher
declares a match between images from two different fingers, and a false non-match, in which
it does not identify images from the same finger as a match. A system’s false match rate
(FMR) and false non-match rate (FNMR) depend on the operating threshold; a large threshold
score leads to a small FMR at the expense of a high FNMR. For a given biometrics system, it

is not possible to reduce both these errors simultaneously.

Cost: The cost of deploying a biometric system is often estimated from its direct and indirect

components. The direct component includes hardware components (sensor, processor,



memory) and the software modules (GUI and matcher). The sensor should be low cost and it
should be easy to embed it in the existing security infrastructure. There are multifaceted
components that constitute the indirect cost in the usage of biometric system. These include
system installation, training/maintenance requirements, and most importantly, user acceptance.
In the end, return on investment or the cost-benefit analysis is critical for making a case for
biometric systems in most applications.

(iii) Interoperability: As biometrics systems are being increasingly deployed in a wide range of
applications, it is necessary that the system be interoperable among different biometrics
technologies (sensors/algorithms/vendors). A biometric system can no longer operate under
the assumption that the same sensor, same algorithms, or same operating conditions will
always be available during its lifetime. The biometric system should be highly interoperable to
authenticate individuals using sensors from different vendors and on varying
hardware/software platforms. The system should employ usage/development/deployment of
common data exchange facilities and the formats to exchange the biometric data/features
between different vendors, from different geographical locations. This would significantly
reduce the need for additional software development and bring all the associated advantages
(cost savings and efficiency).

(iv) User Convenience: A biometrics system should be user friendly. Any perceived health or
hygienic concerns with the continuous usage of biometric sensors can influence user
acceptance. Hygiene as well as security has been one of the motivations for developing
touchless fingerprint sensors. Some biometric modalities are easier to acquire than others and
require less user cooperation during data acquisition. Human factors and ergonomic issues
will continue to play a major role in widespread deployment of biometric systems in
non-government applications (such as physical and logical access control).

(v) Security: Biometric systems are vulnerable to potential security breaches from spoof and
malicious attacks. These systems should therefore offer a high degree of protection to various
vulnerabilities resulting from intrinsic failures and adversary attacks [48]. One of the major
system security concerns deals with biometric template security. The access protocols and the
storage of biometric and other user specific data should be provided the highest level of

security.



Based on the above considerations, the second generation biometric systems should be easy to
use, have low cost, be easy to embed and integrate in the target security application and be

robust, secure, and highly accurate in their matching performance.

1.3 First Generation Biometrics

Early applications of biometrics, mainly fingerprints, were primarily in forensics and law
enforcement agencies. Even though fingerprints were first used over 100 years ago to convict
a criminal [15] the first generation of automatic fingerprint identification systems (AFIS) for
law enforcement agencies did not become available until the 1970s. We refer to these systems
as the zeroth generation biometric systems because of their limited performance and lack of
interconnectivity (stand alone). We also place the hand geometry systems which were used in
several access control applications, including The Immigration and Naturalization Service
Accelerated Service System (INSPASS [94]) in this early generation. The INSPASS system,
installed at some of the major airports in the U.S. in mid nineteen nineties, was later
abandoned due to its limited user enrollment and weak performance.

We use the term first generation biometric systems to describe biometric readers and systems
developed and deployed over the last decade. These systems include a variety of fingerprint,
iris, and face recognition systems that have found their applications in a wide range of civilian
and commercial systems. Some examples include: the US-VISIT system based on fingerprints
[94], the Privium system at Amsterdam’s Schiphol airport based on iris [95], and the
SmartGate system at the Sydney airport [17] based on face. These are examples of major first
generation systems used at international border crossings. Other examples include the
fingerprint-based system at Walt Disney Parks [97] and face-recognition-based cigarette
vending machines installed at some locations in Japan [33]. Continuing advances in the
sensing technologies, computational speed, operating environment, and storage capabilities
over the past decade have spearheaded the development and deployment of first generation
biometric systems. This has helped permeate biometric authentication in our daily lives, as
evident from laptops that come embedded with fingerprint sensors. These advances have also
tremendously improved the speed and accuracy of fingerprint matching in forensics and law
enforcement. As an example, the FBI’s IAFIS system has a database of 10 print fingerprint
images for about 80 million subjects and handles close to 80,000 searches per day [98].
However, even with this impressive throughput of IAFIS system, it may not be adequate to

meet the increasing workload and real-time requirements for several online applications (e.g.



for border crossings and law enforcement systems). This problem is even worse for matching
latent fingerprints where a substantial amount of human expertise is required both for feature
marking and evaluating the matches returned by the system. The ongoing efforts by NIST
under MINEX (The Minutiae Interoperability Exchange Test) program are focused at

improving the template based interoperability. The recent interoperability test [119] from
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Figure 2: Deployment of biometrics systems at border crossings for immigration control; (a) face
recognition system (SmartGate) at Sydney airport [17], (b) iris recognition system at Amsterdam
Schiphol airport [95], (c) at Manchester airport (UK) [96] and (d) at UAE airport [88]; (e) fingerprint
recognition using index fingers at airports in Japan [46]; (g) ten fingerprint acquisition at airports in the
United States [94]; (h) fingerprint based immigration clearance for passengers at Hong Kong airport; (i)

vehicular clearance using fingerprint and face in Hong Kong [3].



NIST has suggested several limitations of state-of-the-art fingerprint matching algorithms in coping
with minutiae interoperability. In addition to poor interoperability, the first generation biometrics
systems are vulnerability to spoofing (e.g. [24]) and face increasing challenges in ensuring template
security and privacy from sophisticated attacks. In summary, the major limitations of the first
generation biometrics system can be summarized as: achievable performance, security, and privacy.

This demonstrates the need to develop second generation biometrics system which is described below.

1.4 Second Generation Biometrics

The deployment of first generation biometrics solutions has highlighted several challenges in the
management of human identity. The second generation biometrics systems must confront these
challenges and develop novel techniques for sensing, signal/image representation, and matching. The
challenges posed to the second generation biometric technologies can be put in two categories: (i)
challenges from engineering perspective, which are focused on problems related to security, accuracy,
speed, ergonomics, and size of the application; (ii) challenges from the social perspective, which

include the privacy protection policies, ethical and health related concerns, and cultural biases.

1.4.1 Engineering Perspective

1.4.1.1 Data Acquisition Environment

The performance of matching algorithm critically depends on the quality of biometric data. Sensor
design and deployment faces two contradictory requirements: high quality data for improved accuracy
vs. flexible data acquisition protocol with the least amount of user cooperation for high user
acceptability. We now outline two such challenges facing the second generation biometrics system to

improve the data acquisition environment using new sensing technologies.

1.4.1.1.1 Improving User Convenience

Most biometric technologies are able to provide satisfactory matching performance in controlled
situations where the user is cooperative and data acquisition conditions and environment can be
controlled (e.g., face image captured for passport photos). However, in many applications, biometric
data is acquired in less than ideal conditions (figure 3), such as matching latent prints lifted from crime
scenes or recognizing faces in surveillance videos. The unsatisfactory performance of biometrics
technologies in these relatively uncontrolled situations has limited their deployment; as a result, these
applications still heavily rely on human intervention. A significant improvement in recognition

performance in less controlled situations is one of the main challenges facing biometric technologies.



There are an increasing number of research and development efforts to expand the scope
of personal identification at-a-distance and on-the-move. Médioni et al. [87] have demonstrated the
feasibility of non-cooperative personal identification using face images at a distance of 6-9 meters.
There have been some efforts to achieve iris identification on-the-move, as well as at-a-distance to
enable capture of iris images of sufficient quality while the subjects are moving at a normal walking
speed [89], [90], [107]. However, biometric identification at-a-distance and on-the-move is still in the
research domain and not yet sufficiently mature [105] for deployment. Human face images are highly
pose, view and illumination dependent (figure 3) and the performance evaluation conducted by NIST
suggested that the recognition accuracy falls to 47% for the best system in less constrained outdoor
conditions [123]. The increased user convenience therefore requires the development of robust

matching algorithms and noise elimination techniques that can handle wide range of pose and

illumination variations in biometric imaging.

Figure 3: Typical examples of face [125], iris [90] and fingerprint images [124] acquired in less than

ideal conditions.

1.4.1.1.2 Improving Data Acquisition Quality

The next generation biometrics sensors that can acquire high quality of biometric data will be required
to facilitate the significantly higher level of identification accuracy required in wide range of large
scale applications. High resolution fingerprint sensors that can facilitate use of extended features for
more accurate identification are being adopted as a standard in law enforcement. Similarly, biometrics

sensors that can simultaneously acquire 2D/3D face data can evolve as an essential component of face



recognition applications. The current biometrics systems are predominantly focused on 2D imaging and
the use of 3D image acquisition has not delivered its promise due to technological limitations posed by
speed, cost, resolution, and size of 3D imagers/scanners as well as the representation and matching
issues. Therefore, continued design and development of multimodal biometric sensors that can
simultaneously acquire 2D and 3D images is another key challenge in the development of second

generation biometric technologies.

1.4.1.2 Handling Poor Quality Data

Consider the case of latent fingerprints that are imaged through a number of techniques ranging from
simply photographing the impression to more complex dusting or chemical processing [110]. As latent
prints provide important clues for investigating crime scenes and acts of terrorism, matching latents
against reference prints (rolled prints) of known persons is routinely performed in law enforcement
applications. Compared to plain/rolled fingerprint matching, latent matching is a much more
challenging problem because latent prints have complex background, small image area, unclear ridge
structure, and large distortion. The accuracy of automatic latent matching is significantly lower than
plain/rolled fingerprint matching [111]. As a result, manual intervention is essential in the latent
matching process, which leads to low throughput and introduces an element of subjectivity. There has
been substantial effort in government, industry, and academia to achieve significant improvement in
both the accuracy and degree of automation (lights out capability) [111,112,113]. To improve the
matching accuracy, extended fingerprint feature set (EFS) has been utilized in addition to minutiae
[111]. However, manually marking EFS is very tedious and therefore robust automatic extraction
algorithms need to be developed. The increased capabilities to handle poor quality data for biometric
identification is not only required for improving latent matching accuracy but is also essential for range
of biometric systems employed for commercial applications. The failure to enroll rate (FTE) and the
achievable throughput from the deployed biometrics system can also be further improved by imparting
new capabilities that can handle poor quality biometric data.

There are a number of applications and scenarios where multiple levels of security and/or
throughput are expected in the deployed biometric systems. There have been some efforts [99],
[101]-[103] in developing multimodal biometric systems to achieve such dynamic security
requirements. However, it is not easy to design adaptive multimodal biometrics systems that are
flexible enough to consider user preference for biometric modalities, user constraints, and/or varying
biometric image quality. In this context, Nandakumar et al. [104] suggested that the likelihood
ratio-based fusion can effectively handle the problem of missing biometric modality/data, which could

also be perceived as user preference in adaptive multimodal biometric systems.

New user enrolments in a large-scale biometric system will typically require periodic re-training

or updating of the matcher. Therefore, another aspect of an adaptive biometric system is online



learning, which can periodically update the matcher [109]. A semi-supervised learning approach for

adaptive biometric systems is proposed in [103].

1.4.1.3 Biometric System Security

The security ensured by the deployed biometric systems can itself be compromised. A number of
studies have analyzed the likelihood of such security breaches and potential approaches [50] to counter
these vulnerabilities. The general analysis of a biometric system for vulnerability assessment
determines the extent to which an impostor can compromise the security offered by the biometric
system. Ratha et al. [51] identified the potential points of an adversary attack on the biometric system
as shown in figure 4. While many of these attacks are applicable to any information system, the attacks
using fake biometric and template modification are unique to biometrics systems. We briefly discuss
the characteristics of such attacks, which need to be effectively thwarted in second generation

biometrics systems.

Stored | Modify Templates
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Figure 4: Typical attack points in a biometric system (adapted from [51]).

(i) Sensor level attack: A fake biometric sample can be presented at the sensor to gain access.
A fake biometric can be generated by covertly acquiring the biometric characteristics of a
genuine user, e.g. lifting fingerprint impressions from objects touched by persons.

(i1) Replay attack: It is possible for an adversary to intercept or acquire a digital copy of the
stored biometric sample and replay this signal bypassing the biometric sensor [85].

(iii) Trojan Horse' attack: The feature extractor can be replaced by a program which generates
the desired feature set.

(iv) Spoofing the features: The feature vectors generated from the biometric samples are

replaced by the set of synthetically generated (fake) features.

1 Virus program(s) that hide within a set of seemingly useful software programs to facilitate
unauthorized access to a hacker



(v) Attack on matcher: The matcher can also be subjected to a Trojan Horse attack that always
produces high (or low) match scores irrespective of which user presents the biometric at the
sensor.

(vi) Attack on template: The template generated during the user enrolment/registration can be
either locally stored or at some central location. This type of attack can either modify the
stored template or replaces it with a new template.

(vii) Attack on communication channel: The data being transferred through a communication
channel can be intercepted for malicious reasons and then modified and inserted back into
the system.

(viii) Attack on decision module: The final decision generated by the biometric system can

be overridden by a Trojan Horse program.

A biometric matcher is typically only a part of a larger information and security management system.
Therefore, the non-biometric modules in the overall system can also introduce some security flaws. An
example is the iris-based access control system in a New Jersey School [71]. Sometimes, a user will
prop the door open, so anyone can enter the school, bypassing the security offered by the biometric
module. Another scenario could involve disabling the power supply or damaging the sensor that can
make the whole biometric security system ineffective [44]. Jain et al. [48] provide extended discussion

on typical biometrics system vulnerabilities, which are also summarized in figure 6.
1.4.1.3.1 Biometrics Alteration and Spoof Detection

The border control officials are seeing an increased use of altered fingerprints (see figure 5), used by
individuals who do not want to be identified because they have prior criminal records [114]. Several
biometrics technologies deployed today are susceptible to attacks in which static facial images
[85], fake fingerprints, and static iris images can be used successfully as biometric samples.
These fraudulent samples are processed by the biometric sensors as original biometric sample
from the registered users and then attempted to be verified as the enrolled users. The use of
spoof detection technologies is increasingly becoming an essential component of biometrics
systems. The liveness detection and exploitation of biological properties of the biometrics
sample is the heart of these approaches; for example, Daugman [72] has identified several
approaches for the detection of spoof iris samples, including changes in the wavelengths
offered by live tissues to the incident infrared illumination; the fingerprint spoof attacks has

been successfully detected from a range of approaches [50], [120], including the measurement



of percentage of oxygen in the blood and skin distortion analysis. The second generation
biometrics technologies face increasing challenges to develop significantly enhanced
capabilities in identifying and rejecting altered and/or spoof biometrics samples using

increasingly sophisticated techniques, i.e. surgery, fabrication, and simulation.

(a) (b)
Figure S: Fingerprint alteration. (a) Original fingerprint and (b) an instance of an altered
fingerprint. The criminal made a “Z” shaped incision (illustrated in the left figure) into

each of his fingers, switched two triangles, and stitched them back into the finger.
1.4.1.3.2 Template Protection

A template is essentially a compact representation (a set of invariant features) of the biometric sample
that is stored in system database. If the security of stored templates is compromised, the attacker can
fabricate physical spoof samples to gain unauthorized access. Such efforts have been detailed in [42],
[43] and [9]. The stolen templates can also be abused for other unintended purposes, e.g. performing
unauthorized credit-card transactions or accessing health related records. Figure 7 (c) shows an
example of a reconstructed fingerprint image from its minutiae representation (b), which is typically

employed for fingerprint templates.
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Figure 7: Reconstructing a fingerprint image from minutiae template [9]. (2) Original image, (b)
minutiae template, (c) reconstructed fingerprint. Images in Figs. 7(a) and 7(c) can be matched
with high accuracy.

An ideal template protection scheme for a biometric system should have the following four
properties [48]: (a) Diversity: The cross-matching of secured templates should be ensured in such a
manner that the privacy of the true owner of the template is ensured; (b) Revocability: When the
biometric template is compromised, it should be possible to revoke the compromised template and
reissue a new template based on the same biometric trait; (c¢) Security: It should be extremely difficult
to generate the original biometric feature set from the protected biometric templates, (d) Performance:

The template protection scheme should not degrade the matching performance.

Figure 8: Two fingerprint images from the same finger showing the variability in minutiae
localization [5].

One of the key challenges for second generation biometric systems relates to the development of

a template protection scheme that can simultaneously meet all the four requirements. The intra-class

variability (figure 8) in the feature vectors from successive biometric samples of the same user limits

the usage of standard encryption techniques (RSA, AES, efc.). The available template protection

techniques [25] can be broadly classified into two categories (see Jain et al. [48]): feature

transformation approach and biometric cryptosystem. The characteristics of the transformation



function can be used to further categorize the techniques into salting or non-invertible transforms. The
salting schemes are capable of recovering original templates but only when a secret key is made
available. The non-invertible transforms are one-way functions which make it extremely difficult to
recover the original template from the transformed template even if the secret key is made available. In
biometric cryptosystems, some public information about the templates, also referred to as helper data,
is made available. While the helper data does not reveal any significant information about the original
template, it is useful during the matching process to generate the cryptographic keys. The biometric
cryptosystems can be further classified into key binding or key generation depending on
derivation/extraction of helper data. In the key binding cryptosystem, the helper data is obtained by
binding the biometric template with the key. The template protection schemes like fuzzy vault [52],
shielding functions [53], and distributed source coding [54] are typical examples of a key binding
cryptosystem. The fuzzy vault schemes for template protection has been implemented for a number of
biometric modalities; fingerprint [55], face [56], iris [57], palmprint [58], and signature [59]. In a key
generating cryptosystem, the helper data is only derived from the original biometric template while
cryptographic keys are generated from the helper data and query biometric template. While direct key
generation from the biometric feature is an attractive scheme, it suffers from low discriminability, .e. it
is difficult to simultaneously achieve high key entropy and high key stability [48].

The available template protection schemes cannot yet simultancously meet all the four
requirements of revocability, diversity, security, and high performance. They are also not yet mature
enough for large-scale deployment and require extensive analysis of their cryptographic strength [121].
It is unlikely that any single template protection scheme can meet all the application requirements.
Therefore, hybrid scheme, which can avail the advantages of different template protection schemes,

should be pursued.

1.4.1.4  Large-scale Applications

Biometric systems that can effectively and efficiently operate in ultra large-scale applications, i.e. those
capable of supporting hundreds of millions of registered users, have a number of potential opportunities.
Such systems will be able to support National ID programs or improve homeland security, e-commerce,
and more effective implementation of social welfare programs in countries with large population (e.g.,
India, China and United States). The expectations from biometrics systems for such large-scale
applications can be summarized as follows: (i) high accuracy and throughput under varying operating
conditions and user composition, (ii) sensor interoperability, (iii) rapid collection of biometric data in
harsh operating environments with virtually no failure to enrol rate, (iv) high levels of privacy and

template protection, and (v) secure supporting information/operating systems.



The selection of biometric modality for large-scale applications is a judicious compromise
between performance, convenience/ease in acquisition, cost, compatibility with legacy databases, and
application constraints. In order to consider the requirements of large-scale identification, consider the
following example involving fingerprint-based identification. Fingerprint identification system
performance is measured in terms of its false positive identification rate (FPIR) and false negative
identification rate (FNIR). A false positive identification occurs when the system finds a hit for a query
fingerprint that is not enrolled in the system. A false negative identification occurs when it finds no hit
or a wrong hit for a query fingerprint enrolled in the system. The FPIR is related to the FMR of the
fingerprint matcher as FPIR = 1 — (1 — FMR)", where N is the number of users enrolled in the system.
Hence, as the number of enrolled users grows, the FMR of the fingerprint matcher needs to be
extremely low for the identification system to be effective. For example, if a FPIR of 1% is required in
a fingerprint identification system with 100 million enrolled users, the FMR of the corresponding
fingerprint matcher must be of the order of 1 in 10 billion. To meet such a stringent FMR requirement,
it is necessary to use a multimodal biometric system (e.g., all the ten fingerprints of a person or a
combination of fingerprint and palmprint) or to use demographic data to filter the database. This
illustrates the need to continuously decrease the error rates of fingerprint matchers for successful

deployment of large-scale identification systems.

The four most popular biometric modalities deployed today are face, fingerprint, iris and hand
geometry. The first generation biometric systems typically employed a single modality, primarily
fingerprint (ten prints), for large-scale applications. While the automated border crossing in several
countries (e.g. USA and Japan) requires authentication using fingerprints, the system in the United
Kingdom is based on iris [16] and the one in Australia is based on face [17]. The FBI has [100]
embarked on its New Generation Identification (NGI) project for law enforcement applications that
will fuse fingerprints, face, and palmprints along with some soft biometrics such as scars, marks, and

tattoos (SMT) [78].

The government of India has recently announced a new project, called Unique ID [32] to
deliver multipurpose unique identification number to its over one billion citizens. This ongoing project
is expected to create the largest biometric database on the planet and, on its successful completion, it
can become a model of very large-scale usage of biometrics in e-governance. It is generally believed
that the retrieval of biometrics templates from the database of India’s billion plus population will
require highly efficient indexing techniques [118] for biometric data. Therefore, the design and

development of efficient and effective large-scale indexing techniques for the (multi-) biometric data is



another challenge in the efficient usage/deployment of large-scale biometric systems. The individuality
or the achievable recognition performance from the chosen biometric modality is another important
criterion when millions of identities need to be discriminated. The presence of identical twins is also a
problem that needs consideration in large-scale applications [18]. In this context, multimodal biometric
systems that can simultaneously employ multiple biometric modalities (e.g., multiple fingers, two irises,
finger and iris, efc.) are expected to offer higher accuracy and can also address the problem of
non-universality. There is range of biometric fusion methodologies [35] proposed, but, it appears that
the simple sum rule, with proper normalization of matching scores, does an adequate job in most cases.
Biometrics systems that can simultaneously acquire multiple modalities are expected to become
popular in large-scale deployments with data collection in the field. A prototype (figure 9(b), (c)) of an
acquisition device that can simultaneously acquire five fingerprints, palmprint, and shape of a hand is
described in [106] while [23] details a device to acquire fingerprints, palmprints, face images, iris

images, signature details and soft biometrics data such as scars and tattoos (figure 10);.

(a) (b) (©)

Figure 9: Multibiometric data acquisition. (a) A multibiometrics acquisition system from Printrak [23]
to acquire fingerprints, palmprints, face images, iris images, signature details and soft biometrics
data such as scars and tattoos; (b) full hand multispectral scanner from Lumidigm [106] and (c) a

sensed hand image from (b).

1.4.1.5 Soft Biometrics
Soft biometrics are those human characteristics that provide some information about the individual, but
lack the distinctiveness and permanence to sufficiently differentiate any two individuals [73]-[74].

Examples of soft biometrics used in law enforcement include scars, marks, tattoos, color of eye, and



hair color. In several biometric system deployments, such ancillary information is acquired and stored
along with the primary biometric during the enrollment phase. These characteristics can be potentially
exploited in three ways: (i) to supplement as the features in an existing biometrics system, (ii) to enable
fast retrieval from a large database, and (iii) to enable matching or retrieval from a partial or profile

face image with soft biometric attributes, i.e., facial marks.

(@ (b)

Figure 10: Emerging soft biometrics. (a) Image sample for knuckle biometrics, (b) conjunctival

vasculature, and (c) tattoo image.

There are several studies in the literature which have demonstrated the effective usage of soft
biometric characteristics for performance improvement. Wayman [77] proposed the use of soft
biometric traits like gender and age for filtering a large biometric database. Jain et al. [74]
demonstrated that the performance of a fingerprint matching system can be effectively improved (~5%)
by incorporating additional user information like gender, ethnicity, and height. Jain and Park [75] have
utilized micro-level facial marks, e.g. freckles, moles, scars, efc., to achieve face recognition
performance improvement on an operational database. Scars, marks and tattoos (SMT) are the imprints
that are typically employed by law enforcement agencies for identification of suspects. The SMT
provide more discriminative information, as compared to other personal indicators such as age, height,
gender, and race, and can be effectively used in assisting suspect identification. Lee ef al. [78] have

conducted a study to employ these imprints for content-based tattoo image retrieval.

There have been some efforts to extract novel anatomical, physiological, and behavioural
characteristics (gait [76], [93], ear [69], [117], footprints [13]-[14], periocular [80], finger knuckle
[66]-[68], keystroke dynamics [91], and nose shape [6], [10]) and investigate their potential to support
human identification (see figure 10). Several other physiological characteristics that have been
extracted for the purpose of biometric identification include arterial pulse [19]-[20], fingernails [28],
odour [29], bioelectric potential [8], knee x-rays [7], frontal sinus [11]-[12], and otoacoustic emissions
[31]. These efforts explore and identify additional sources of soft biometrics to either improve the
performance of traditional (hard) biometric modalities or to help provide identification in the absence

of primary biometric attributes. Some of these characteristics can be simultaneously acquired along



with the more popular biometric modalities; for example conjunctival scans [4] can be acquired along
with iris while periocular biometrics [80] is more suitable for simultaneous acquisition with face
images. However, the persistence and permanence of these body attributes and behavioural

characteristics is not yet known.

1.4.2 Application Perspective

Biometric systems are often felt invasive, since the sensors directly interact with the human body to
capture person-specific data that is considered privileged. The stigma of forensic and criminal
investigations has been known to influence the user acceptance of the first generation biometric
systems. Biometric traits are part of human body and behaviour and therefore, releasing this
information to a biometric system during enrolment or verification can threaten the personal privacy of
some users. Biometric traits can be used to track a person over time; this will be technologically
possible when biometric recognition at-a-distance becomes mature and when we learn to mine and link
vast amounts of sensor and demographic data. In addition, by linking the biometric database with other
databases (e.g. user’s credit card transactions), we know where the person has been and at what time. In
addition to the personal privacy, there are also concerns that biometric data can be exploited to reveal a
user’s medical conditions. Such information is privileged that could be potentially used to discriminate
some users for employment or benefits purposes (e.g., health insurance). Table 1 lists some of the

known medical indicators that are believed to have some association with the corresponding biometric

modalities.
Table 1: Privacy concerns with biometric modalities
Biometric Modality Possible Indicators of user’s health
Retina Eye related disease (e.g. diabetic retinopathy)
DNA Genetic diseases or susceptibility to specific disease, gender
Palmprint Prediction of congenital heart disease and laryngoscopy in diabetics
Face Facial thermograms for fever and related medical conditions/diseases
Gait Physical disability




The deployment of biometric systems by several countries to safeguard border security has
necessitated the adoption of new policies and security measures. These measures, including the use of
biometric technology often interfere with the existing national data and privacy protection policies
[126]. The development of technical standards is generally perceived as a sign of maturity in the
protection and exchange of electronic data. In this context, the biometrics standards support
interchange ability and interoperability, ensure high degree of privacy and security, while reducing the
development and maintenance costs for biometrics technologies. The current efforts in developing such
biometric standards [81]-[84] are focussed on specifications for collection, storage, exchange and
transmission of biometric data, file formats, technical interface, performance evaluation and reporting
standards for biometrics related solutions. The International Civil Aviation Organization (ICAO)
mandates that the biometric data (fingerprint/face/iris) in e-passports should conform to SC37 [27]
biometric data interchange format. The BioAPI [84] consortium, on the other hand, is the collective
efforts of more than 120 companies to develop specifications for a standardized application
programming interface (API) which is compatible with wide variety of biometrics products. It is hoped
that the second generation biometrics technologies will further promote such efforts in the formulation
of new international standards for uniform practices pertaining to biometric data collection (in less than
ideal conditions), usage, storage, exchange for cross-border and inter-organization applications.

There are also some concerns that biometrics systems may exclude some potential user groups in
the society. The definition and the context of personal privacy vary in different societies and are
somewhat related to the cultural practices. Some social practices, especially in rural population (which
should be the target group for providing social and economic privileges by providing them legal
identity [32]), may not relate biometrics with personal privacy concerns. Some cultural groups or
religious exercises/convictions/practices may not permit blood samples for DNA extraction [86] while
some religious practices may forbid ‘complete’ (multiple) biometrics enrolment. Wickins [34] has
explored the vulnerabilities of a typical user population falling in to six groups: people with (i) physical
and/or learning disability and (ii) mental illness, people of certain (iv) race and (v) religion, and those
that are (iii) elderly and (vi) homeless. The second generation biometric technologies need to ensure
that such user groups do not suffer disproportionately as a result of deployment of biometric systems.

Policy formulations in the selection and deployment of biometrics technologies can also have
different impact on the privacy concerns. Some technologies are more likely to be associated with
privacy-invasive requirements, e.g. covert biometric identification, and therefore more prone to
personal privacy risks than others. Privacy groups such as [30] provide privacy risk assessment for

various biometrics technologies in four key areas. The privacy risks from the selection and deployment



of biometrics technologies can however be extended into five areas and is summarized in table 2. This

table outlines the widely perceived concerns related to template security and on the use of large

centralized databases, which often includes function creep.

Table 2: Rating Technology Risks for Personal Privacy

Privacy Key Areas of Biometrics System
Impact Deployment
: A . ) Biometric
High Identification Covert Physiological
Images
E ted
Low Verification =~ Overt  Behavioural nerypee
Templates

Centralized/Large
Database

Localized/small
Database

In view of potential legal and ethical challenges, several privacy commissioners and data protection

offices have now formulated new guidelines for the deployment and usage of biometrics technologies

in government organizations and private sectors, e.g. [45]. Table 3 lists some usage of identification

technologies, including biometrics, that have raised privacy concerns. Table 3 highlights concerns

about the use of advanced technologies, including biometrics and resulting controversy on the standard

policies to protect fundamental ethical values. These values are primarily concerned with privacy, trust,

liberty, autonomy, equality, informed consent that is widely perceived to be available to all the citizens

in a democracy. While the primary obligation of a state is to ensure the safety and security of its

citizens, it is also necessary to protect and respect fundamental rights and values. Some of these rights

Table 3: Incidents of Privacy and Social Challenges

Technology Deployment Reference Benefits Concerns
Street View from Google [62] Remote View, Security/Traffic | Personal Privacy
Privacy Controls in Facebook [63] Sharing Images, Contacts Child Safety, Personal Privacy
DNA Tests for Asylum Seekers [64] Immigration Security Profiling, Discrimination
Mandatory DNA Tests for Orphans [65] Finding Natural Parents Privacy Rights, Discrimination
Fingerprint for Attendance [79] Efficient/Accurate Monitoring Personal Privacy, Social Concerns
Age Verification in Facial Images [85] Supervision, Tobacco Control | Personal Privacy, Spoofing




are also legally enforceable and include right to respect for personal/private life and the right for equal
treatment. The ongoing ethical and legal debate in the deployment of biometrics technologies has
suggested [122] that any interference with these rights must be proportionate.

It is expected that over time, the concerns and demands for protecting security and privacy will
actually increase. Biometric technology has the potential to offer and ensure individual freedom and
therefore, one of the key challenges for the second generation biometric technologies is to provide an

appropriate balance between privacy and security (figure 11).

Justice
(freedom)

!

Technology

Security Privacy

Figure 11: Second generation biometric technologies need to ensure a balance between privacy and

security.

1.4.2.1 The Hong Kong Smart ID Card Experience

The Hong Kong international airport is one of the busiest airports in the world and annually handles
about 31 million landing or departing passengers [127]. The Hong Kong immigration department’s
automated fingerprint based passenger clearance system, i.e. e-Channel, provides one of the successful
examples of high-speed immigration control at border crossings. The biometric border crossing
between Hong Kong and Shenzhen has an enrolment of more than 1,600,000 users and handles about
400,000 border crossings every day. This is one of the busiest border crossings in the world and has
resulted in detention or arrest of more than 50,000 persons since 2005. The deployment of 361
passenger e-Channels at all border crossings in Hong Kong ensures a maximum of 15 minutes of
waiting time for 95% of Hong Kong residents and for 92% of visitors [3]. The usage of biometrics
based high-speed border clearance at borders is not limited only for the passenger traffic. The
automated vehicle clearance system employed at all border control points in Hong Kong has provided
effective solution to mounting traffic needs using fingerprint based smart identity cards for 80
e-Channels used only for vehicular traffic (figure 2-h). The fingerprint based mandatory Hong Kong

identity cards issued to all Hong Kong residents are not limited for their usage in border controls but



find wide range of applications in e-governance from authentication and access to government online
services, hospitals, banks, social welfare schemes to property transactions. In addition, these smart
cards also promote secured e-transactions [61], i.e. threats from hackers and online theft, as the

residents can store their own encrypted public keys to ensure secured online digital identity.

A small fraction of population can sometime find difficulties to successfully clear the e-Channels
due to dry, wet or poor quality fingers. There are, however, alternative manual or regular channels in
the vicinity to avoid delay in passenger clearance. It is worth noting that, to the best of our knowledge,
privacy concerns and misuse of Hong Kong identity cards have not been reported. The benefits offered
by the Hong Kong identity cards apparently outweigh the potential privacy concerns and the Hong
Kong residents do not seem overly concerned with the privacy issues [47] which are more effectively
regulated by the office of privacy commissioner [70]. In summary, the successful usage of smart Hong
Kong identity cards since 2005 provides a model for the effective deployment of biometrics
technologies for the benefits of citizens in e-governance, e-commerce and in high-speed border

crossings.

1.5 Concluding Remarks

There are four technological developments that will lead to evolution of second generation biometrics
systems; (i) emergence of potentially new biometric traits, (ii) added value offered by soft biometrics,
(iii) effective use of multiple biometric traits for large-scale human identification, and (iv) technologies
to ensure a high degree of privacy, security and flexibility in the usage of biometrics systems. The
expectations and the challenges for the second generation biometrics technologies are huge. The
development of second generation biometrics technologies is going to be cumulative and continuous
effort, rather than resulting from a single novel invention. The low cost of biometrics sensors and
acceptable matching performance have been the dominating factors in the popularity of fingerprint
modality for commercial usage. Continued improvements in the matching performance and gradual
reduction in cost of biometrics sensors can be cumulative enough to alter the selection of biometrics
modalities in future. The development of smart sensing technologies will allow the researchers to
effectively exploit extended biometric features and develop high performance matchers using efficient
noise elimination techniques. Such multifaceted efforts can achieve the much needed gains from the
second generation biometrics technologies at faster pace.

We believe that social and privacy concerns associated with biometrics technologies can be

effectively handled with a two-fold approach. Firstly, the personal privacy should be regarded as an



essential component of biometrics technologies. Policy makers, system developers and system
integrators must ensure that these technologies are used properly. Secondly, the policy issues (ethical
and legal framework) relating to the deployment of biometrics technologies should be clearly
formulated to demarcate the conflict of interests among the stakeholders. The development of widely
acceptable biometrics standards, practices and policies should address not only the problems relating to
identity thefts but also ensure that the advantages of biometrics technologies reaches, particularly to the
underprivileged segments of society [32] who have been largely suffering from identity hacking. In our
opinion, based on the current biometric deployments, the security, and benefits they offer far outweigh
the apparent social concerns relating to personal privacy. Hong Kong identity cards should be a

promising model to judge the benefits and concerns in future deployments of biometrics technologies.

It is widely expected that sensing, storage, and computational capabilities of biometric systems
will continue to improve. While this will significantly improve the throughput and usability, there are
still fundamental issues related to (i) biometric representation, (ii) robust matching, and (iii) adaptive
multimodal systems. These efforts along with the capability to automatically extract behavioural traits

may be necessary for deployment for surveillance and many large scale identification applications.
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