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Abstract  
 
Biometric template protection is one of the important issues in deploying a practical biometric 
system. To tackle this problem, many algorithms have been reported in recent years, most of them 
being applicable to fingerprint biometric. Since the content and representation of fingerprint 
template is different from templates of other modalities such as face, the fingerprint template 
protection algorithms cannot be directly applied to face template. Moreover, we believe that no 
single template protection method is capable of satisfying the diversity, revocability, security and 
performance requirements. We propose a three-step cancelable framework which is a hybrid 
approach for face template protection. This hybrid algorithm is based on the random projection, class 
distribution preserving transform and hash function. Two publicly available face databases, namely 
FERET and CMU-PIE, are used for evaluating the template protection scheme. Experimental results 
show that the proposed method maintains good template discriminability, resulting in good 
recognition performance. A comparison with the recently developed random multispace quantization 
(RMQ) biohashing algorithm shows that our method outperforms the RMQ algorithm. 
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1. Introduction 
 
Biometric recognition is a reliable, robust and convenient way for person authentication [1] [27]. 
With the growing concerns about security and terrorism, several large biometric systems such as US-
VISIT program have been successfully deployed. Additionally, biometric systems are being 
developed for other applications [28] such as banking (for ATM machine), credit card industry and 
physical access control. With the growing use of biometrics, there is a rising concern about the 
security and privacy of the biometric data itself. Since each person is believed to have a unique 
biometric (e.g. fingerprint, face and iris), if this biometric data is compromised, it is not possible to 
replace it. Therefore, biometric data (template) security [1-4] is one of the most important issues in 
deploying a biometric system (biometric template refers to the extracted biometric features stored in 
a central database or a smartcard). Recent studies have shown that “hill climbing attacks” [2] on 
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biometric systems are able to recover the original raw biometric data from the biometric template. 
As a result, protection of biometric template is necessary.  
 
In order to overcome the security and privacy problems [1-5], a number of biometric template 
protection algorithms have been reported. These methods can be broadly categorized into two 
approaches, namely biometric cryptosystem approach and transformation-based approach. The basic 
idea of both the approaches is that instead of storing the original template, it is the 
transformed/encrypted template that is stored. In case the transformed/encrypted biometric template 
is stolen or lost, it is computationally hard to reconstruct the biometric template and the original raw 
biometric data from the transformed/encrypted template. The advantage of biometric cryptosystem 
approach is that, since the output is an encrypted template, its security level is high. However, the 
error correction codes used in biometric cryptosystem may not be able to model large intra-user 
variations. Also, this approach is not designed to be revocable. In transformation-based approach, a 
transformed template is generated using a “one-way” transform and the matching is performed in the 
transformed domain. The transformation approach has a good cancelable ability (revocability), but 
the drawback of this approach is that a trade-off between performance and security is normally 
required.  
 
In view of the limitations of existing approaches, we propose a hybrid framework for template 
protection. The proposed framework retains the advantages of both the transform based approach 
and biometric cryptosystem approach. Experimental results show that the hybrid algorithm is able to 
generate a secure and discriminative cancelable face template. The rest of this paper is organized as 
follows. In Section 2, a brief review of existing methods is presented. Our proposed framework 
together with the hybrid algorithm is reported in Section 3. Experimental results and conclusions are 
presented in Sections 4 and 5. 
 
 
2. Review of Existing Methods 
 
2.1 Biometric Cryptosystems 
 
The basic idea of this approach is to integrate the cryptographic technique(s) into a biometric system 
to secure the biometric template. Davida et al. [6] applied the error correction code to generate a 
check data K and then hashed the original template T to Hash(T). Although this method has some 
limitations in terms of error tolerance and security level, it provides a good foundation and direction 
for future work. Along this line, Juels and Watternberg [7] proposed a fuzzy commitment scheme 
which considers the biometric template as a corrupted codeword. In this scheme, the security is 
linked to the codewords, but not the check vector K, thereby increasing the security level. Juels and 
Sudan [8] proposed a fuzzy vault scheme which embeds a secret S in a fuzzy vault with a dataset A. 
In order to extract the secret, one needs to present another set B to decrypt the vault V. Clancy et al. 
[9] applied the fuzzy vault scheme to fingerprint biometric. Dodis et al. [10] presented some 
theoretical analysis of the fuzzy schemes and introduced fuzzy extractors. 
 
Different from fuzzy schemes, Soutar et al. [11] proposed a biocrypto scheme which makes use of a 
filter function to transform the original template to a new representation. A secret key is then 



inserted in the new representation. The randomized secret key makes it difficult to extract the 
information. Monrose et al. [12][13] proposed a cryptographic key generation scheme from 
biometrics. A two-stage structure was proposed. First, the biometric template is converted into a 
binary string, called feature descriptor. In the second stage, a cryptographic key is generated from 
the feature descriptor. Tuyls et al. [14] proposed a δ-contracting function algorithm to handle the 
intra-user variations. Helper data is also introduced to guide the matching process. Hao et al. [15] 
evaluated different types of errors introduced in iris recognition and proposed a two-layer error 
correction code to model the errors. Draper et al. [16] applied the distributed source coding to protect 
fingerprint and Sutcu et al. [17] proposed the use of sketch, which is an error tolerant cryptographic 
technique, for face biometric. 
 
2.2 Transform-based Approach 

 
The central problem of this approach is to find a “one-way” transformation such that the 
discriminative power of the transformed template is preserved. Ratha et al. [4] first proposed the 
concept of cancelable transform where the transformed template can be cancelled and re-issued by 
changing the transform parameters, if it is stolen or lost. Three different transformations [18] [19] 
were proposed for fingerprint biometric. Along the same line, Tulyakov et al. [20] employed a 
symmetric hash function as a cancelable transform. Ang et al. [21] proposed a key-dependent 
transformation algorithm for fingerprints. The original 2D space is divided into two parts which are 
key-dependent. The minutiae are scrambled between these two parts. Sutcu et al. [22] proposed a 
functional distortion of the original template. Teoh and his collaborators [23-24] developed different 
versions of biohashing algorithm for protecting fingerprint and face biometrics. The basic idea is to 
transform a template into another domain and then perform thresholding in the transformed domain. 
The resultant binary string is then used for authentication. In [24], the authors claim that a zero false 
acceptance rate can be obtained with the use of a token, but the template will not be secure if the 
token is known. 
 
 
3. Proposed Framework 
 
We propose to cascade the transformation approach with the biometric cryptosystem approach to 
form a new hybrid approach for face biometric as shown in Figure 1. The input is a face template 
extracted using face representation algorithms such as linear discriminant analysis or principle 
component analysis. In the first step cancelable transform is used to generate a cancelable template. 
A cancelable transform, normally, decreases the discriminative power of the original template. 
Therefore, a discriminability enhancement transform is then applied to compensate for the 
discriminative power lost in the first step. Another objective of the discriminability enhancement 
transform is to generate a binary template such that biometric cryptosystem method, e.g., hash 
function, can be employed in the final step. This way, the proposed three-step hybrid framework is 
able to satisfy the template protection requirements. 
 

• Diversity and Revocability: Different applications require different sets of parameters in 
cancelable transform. Therefore, the cancelable face templates and the secure face templates 
of an individual in different applications will be different. In turn, the cross-matching across 



databases will not be feasible. Moreover, the secure face template can be cancelled and 
reissued by changing the cancelable transform parameters. 

 
• Security: This framework produces a three-stage template security. First, since the main 

objective of the cancelable transform is to provide cancelable ability, a “near one-way” non-
invertible transform can be used. Second, the discriminability enhancement transform 
normally is a non-linear transform and the output is a binary face template. It provides 
additional protection. Finally, biometric cryptosystem algorithms store the template in hashed 
form. The security strength will be equal to 2n, where n is the dimension (width x height) of 
binary face template. If the dimension of the binary face template is longer than 100, the 
template security strength will be sufficient. Combining the three-stage protection makes it 
computationally hard to reconstruct the original face template from the secure face template. 

 
• Performance: Our framework is not simply a combination of the transformation and 

biometric cryptosystem algorithms, but proposes a new discriminability enhancement 
transform in between. This step is very important to compensate the loss in the 
discriminative power of the original face template in the cancelable transform step. It can 
even increase its discriminative power if the face template representation is not optimized. 
Moreover, most of the existing biometric cryptosystem algorithms are able to model intra-
user variations so as to increase the system performance. The face protection algorithm 
developed based on our framework should not adversely affect the recognition performance 
of the original biometric system. On the other hand, there is a possibility that the system 
performance can be increased if original face template representation is not optimized. 
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Figure 1: Proposed hybrid framework for protecting face biometric template 



 
3.1 An example: Three-step hybrid algorithm 
 
Based on the three-step framework, a hybrid algorithm is developed. Figure 3.2 shows the block 
diagram of the hybrid method. Like traditional biometric system, it consists of two phases, namely 
enrollment and query phases. In enrollment phase, each user’s face image is captured and the face 
biometric template is extracted. In this paper, Fisherface [31] algorithm is employed in the feature 
extraction step and the LDA feature vector is considered as the original biometric template. In the 
first step, random projection is employed as a cancelable transform to project the original template 
into a subspace to generate a cancelable template. By using different transforms of random 
projection or changing the parameters of the same transform, the cancelability property can be 
achieved. In the second step, we apply the class distribution preserving (CDP) transform [26] to 
enhance the cancelable template discriminability and convert the real value cancelable template into 
a binary template. Finally, a hash function [33] is employed in the third step to encrypt the binary 
face template.  
 
Random Projection
 
Random projection is a popular dimension reduction technique and has been successfully applied to 
many computer vision and pattern recognition applications. Recently, it has also been employed as a 
cancelable transform [24] for face biometric. While random projection provides a good cancelable 
ability, there is a trade-off between the system performance and the template security. Under our 
proposed framework, the performance and security problems are not the main issues to be handled in 
this step and can be addressed in the subsequent steps.  
 
Class Distribution Preserving Transform 
 
Class distribution preserving (CDP) transform [25],[26] enhances the template discriminability and 
converts a real value template into a binary template. The basic idea is to make use of a set of 
distinguishing points, a distance function and thresholding. For each template, the distances between 
the template and each distinguishing point are calculated. If the distance is below the threshold, a bit 
“0” is generated; otherwise, a bit “1” is generated. In this way, if the set contains k distinguishing 
points, each template will be converted into a k-bit binary template. It has been shown [26] that the 
CDP transform can enhance the template discriminability and improve the system performance. 
 
Hash Function 
 
The hash function [33] is applied for biometric data protection. It encrypts the original template s to 
a hashed codeword Hash(s) which is stored in the database; the matching process is done in hash 
space. While hash function is not considered to be good for biometrics because of its sensitivity to 
facial variations due to illumination, pose and facial expression, the use of CDP transform increases 
the template discriminative power enabling the use of hash function for face biometric. In our CDP 
transform, the templates are well classified. In most of the cases, the binary strings transformed via 
CDP transform are identical if they belong to the same class. In other words, the intra-class variation 



after transform is essentially eliminated. Thus, the sensitivity to facial variations is no longer a 
problem in applying hash functions. 
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Enrollment 

 
 
3.2 Security Analysis 
 
The security of our algorithm is strengthened by the hash function while the random projection and 
CDP transform are able to increase the template security strength. For the random projection matrix, 
although the inverse may not exist, an attacker might guess its pseudo-inverse for recovering the 
original template from the projected templates. In the CDP transform process, the transformed 
template is converted into a binary string which supposes to be secure. However, the recovery of the 
transformed template from the binary string may still be feasible because the binary strings contain 
discrimination information about the original templates and the parameters (distinguishing points 
and thresholds) of the CDP transform are not protected. Therefore, in order to generate a secure 
template, hashing step is mandatory. 
 
The security strength of the hashed template is analyzed as follows. If we assume that each bit in the 
binary bit string is random, using the MD5 hashing algorithm [33] as an example, the security of 
string is 2n, where n is the bit length. In the CDP transform, the positions of the distinguishing points 
are generated with a random variable. Therefore, in the proposed algorithm, it is reasonable to 
assume that the bit string is randomly generated. Moreover, the bit length in our proposed algorithm 

210is equal to 210. In turn, the security strength of the proposed method is equal to 2  which is a very 
high security standard given the state of the art. 
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Figure 2: Block diagram of the proposed method  



 
4. Experimental Results 
 
Two public domain face databases, namely FERET and CMU-PIE, are used to evaluate the proposed 

ethod. In the FERET database, 250 individuals are selected and each individual has 4 different 

llumination 
nd expression variations. In this paper, 105 images for each individual with multiple poses (± 15 

as follows.  For FERET database, the data dimension after the random 
rojection is 40 while it is 150 for CMU-PIE database. Experiments with different number of 

 
e original Fisherface with 1NN as a classifier. This is used as a benchmark. The second is one of 

c4

m
facila images. There are small pose, illumination, age and occlusion (glasses) variations in the 
FERET database. Images of one individual are shown in Figure 3(a). In the experiments, we 
randomly select 2 images per user for training and the remaining two images for testing. 
 
There are 68 individuals in the CMU-PIE database which contains images with pose, i
a
degrees) and large illumination variations are selected for experiments. Images of an individual are 
shown in Figure 3(b). We randomly select 10 images per individual for training while the remaining 
images are used for testing. 
 
The experiment settings are 
p
dimensions after the class distribution preserving transform (kc) as shown in Table 1 are performed. 
 
Two classification algorithms are selected for comparison with our proposed method. The first one is
th
the recent face template protection algorithms, namely the random multispace quantization (RMQ) 
biohashing algorithm [24]. The experimental settings for the RMQ biohasing algorithm are as 
follows. The transformed vector length (kr) is chosen as 40 and 150 for CMU PIE database and 
FERET database, respectively. Other settings are the same as described above. 

 
Database kc1 kc2 kc3 k
FERET 120 150 180 210 
CMU 120  150 180 210

 
Table 1: Different values for param c in the proposed hybrid algorithm 

The experim s 4 and 5, 
spectively. The ROC curves using the proposed hybrid algorithm are labeled as “SRC” while it is 

eter k
 

ental results on the FERET and CMU PIE databases are shown in Figure
re
labeled as “RMQ-S” for the RMQ biohashing algorithm where the same random projection subspace 
is used for training and testing. The result of using Fisherface with 1NN classifier is labeled as 
“original”. It can be seen from Figures 4 and 5 that the hybrid algorithm outperforms the RMQ 
biohashing algorithm. For most values of FAR, there is ~5% improvement in the recognition 
accuracy. It is important to note that the hybrid algorithm outperforms the classification method 
based on (Fisherface + 1NN). This result suggests that the original face representation may not be 
the most discriminative; the proposed hybrid approach is able to further improve the discriminative 
power of the original representation.  
 
 



                                                

                                                
 
                                           (a)                                                     (b) 

Figure 3: Sample images of an individual in (a) the FERET database (b) the CMU-PIE database. 
 

he equal error rate (EER) of each method is also recorded and shown in Table 2. The EER of the 

Proposed Hybrid Method 

 

 
T
proposed method on FERET and CMU-PIE databases are 8.55% and 6.81%, respectively. This is 
significantly better than the EER of the biohashing algorithm (12.83% and 11.93%) and the original 
Fisherface method (12.58% and 18.18%). 
 

 Fisherface 
kc1 kc4

RMQ 
+ 1NN kc2 kc3

FERET 9.52% 8.86% 8.61% 8  12.83% 12.58% .55%
CMU-PIE 18.18% 7.61% 7.30% 6.95% 6.81% 11.93% 

 
Table 2: EER on FERET and CMU-PIE databases 

 

 
Figure 4: Experimental results on the FERET database 

 



 

 
Figure 5: Experimental results on the CMU PIE database 

 

. Conclusions 

 hybrid face protection framework for face biometric protection has been designed and evaluated. 

he preliminary results of the proposed three-step algorithm are good. However, the CDP transform 
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A
The new framework has the advantages of both the transform-based approach and biometric 
cryptosystem approach. It consists of three parts, namely cancelable transform, discriminability 
enhancement transform and template protection. Each part provides the cancelable ability, 
discriminability and security, respectively. Based on the proposed framework, a hybrid method is 
also developed. Two public domain face databases have been used to evaluate the proposed method. 
Experimental results show that the proposed method not only protects the template but in fact is able 
to increase the template discriminability. A comparison with the random multispace quantization 
(RMQ) biohashing algorithm shows the superiority of the proposed method for face template 
protection.  
 
T
is designed for authentication. In future, we will extend the CDP transform for the identification and 
further study the other alternative methods for the discriminability enhancement transform in the 
proposed framework. 
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