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Abstract—Biometric template protection is one of the most important issues in deploying a practical biometric system. To tackle
this problem, many algorithms, that do not store the template in
its original form, have been reported in recent years. They can be
categorized into two approaches, namely biometric cryptosystem
and transform-based. However, most (if not all) algorithms in
both approaches offer a trade-off between the template security
and matching performance. Moreover, we believe that no single
template protection method is capable of satisfying the security
and performance simultaneously. In this paper, we propose a
hybrid approach which takes advantage of both the biometric
cryptosystem approach and the transform-based approach. A
three-step hybrid algorithm is designed and developed based on
random projection, discriminability-preserving (DP) transform,
and fuzzy commitment scheme. The proposed algorithm not only
provides good security, but also enhances the performance through
the DP transform. Three publicly available face databases, namely
FERET, CMU-PIE, and FRGC, are used for evaluation. The
security strength of the binary templates generated from FERET,
CMU-PIE, and FRGC databases are 206.3, 203.5, and 347.3 bits,
respectively. Moreover, noninvertibility analysis and discussion on
data leakage of the proposed hybrid algorithm are also reported.
Experimental results show that, using Fisherface to construct
the input facial feature vector (face template), the proposed
hybrid method can improve the recognition accuracy by 4%,
11%, and 15% on the FERET, CMU-PIE, and FRGC databases,
respectively. A comparison with the recently developed random
multispace quantization biohashing algorithm is also reported.
Index Terms—Biometric data security, face recognition, face
template protection, Fisherface.

I. INTRODUCTION

IOMETRIC recognition is a reliable, robust, and convenient way for person authentication [2], [7], [9], [10]. With
growing concerns about security and terrorism, several large-
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scale biometric systems such as US-VISIT program have been
successfully deployed. Biometric systems are also being developed for many other applications [6] such as banking (for ATM
machines), the credit card industry, and physical access control.
With the growing use of biometrics, there is a rising concern
about the security and privacy of the biometric data itself. Since
each person is claimed to have a unique biometric (e.g., fingerprint, face, and iris), if this biometric data is compromised, it
is impossible to have a replacement. Therefore, biometric data
(template) security [7]–[9] is one of the most important issues
in developing a practical biometric system (biometric template
refers to the extracted biometric features stored in a central database or a smartcard). Recent studies [14], [15] have shown that
the raw biometric data can be recovered from the biometric template stored in the database. As a result, protection of biometric
template in biometric system applications is indispensable. To
overcome this problem, a commonly proposed approach is not
to store the original biometric template. Instead, a transformed
version of the original template is stored. It has been suggested
[51] that a biometric template protection algorithm should satisfy the following three requirements.
1) Security: It should be computationally hard to reconstruct
the original biometric template from the transformed biometric template.
2) Discriminability: The discriminability of the original biometric template should not be degraded after the transformation.
3) Cancelability (revocability + diversity): If the transformed biometric template is stolen or lost, the algorithm
should be able to generate another transformed template
from the original template. Moreover, the algorithm should
be able to generate different transformed templates of an
individual for different applications.
The straightforward solution to template security is to apply a
password-like encryption algorithm (hashing) on the biometric
template and perform the matching process in the encrypted
domain. However, due to the intraclass variations in biometric
data, a small change in the raw biometric data input will result
in a large change in the encrypted data, leading to degradation
in system accuracy. Therefore, directly applying password-like
encryption method is not feasible. On the other hand, if the encrypted secure template is decrypted for matching process, it is
susceptible to interception by an impostor.
In order to solve the intraclass template variation problem
while maintaining the template security, many algorithms
have been proposed which can be categorized into two main
approaches: 1) the biometric cryptosystem approach and 2) the
transform-based approach. The basic idea of both approaches is
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that instead of storing the original template, the transformed/encrypted template which is intended to be more secure, is stored.
In case the transformed/encrypted template is stolen or lost, it
is computationally hard to reconstruct the original template and
to determine the original raw biometric data simply from the
transformed/encrypted template.
In the biometric cryptosystem approach, the error-correcting
coding techniques are employed to handle intraclass variations.
Two popular techniques, namely fuzzy commitment scheme
[20] and fuzzy vault scheme [21], have been proposed. The advantage of this approach is that, since the output is an encrypted
template, its security level is high. However, the error-correcting ability of these schemes may not be strong enough to
handle large intraclass variations such as face images captured
under different illuminations and poses. Also, this approach
is not designed to be revocable. Finally, the error-correcting
coding techniques require input in certain format (e.g., binary
strings [20] or integer vectors with limited range[21]), and it
is hard to represent every biometric template in this desired
format.
In the transform-based approach, a transformed template is
generated using a “one-way” transform and the matching is performed in the transformed domain. The transform-based approach has a good cancelability (revocability) property, but the
drawback of this approach is the trade-off between performance
and security of the transformed template.
In view of the limitations of the existing approaches, we
propose a hybrid approach for face template protection. The
proposed approach retains the advantages of both the transform-based approach and biometric cryptosystem approach,
and overcomes the limitations of individual approaches. The
proposed hybrid algorithm consists of random projection,
discriminability-preserving (DP) transform, and fuzzy commitment scheme. The DP transform compensates for the loss
of template discriminability in a random projection process
and converts the face template into a binary template so that
the fuzzy commitment scheme can be applied. The rest of this
paper is organized as follows. In Section II, a brief review of
existing template security methods is presented. Section III
introduces the proposed hybrid framework while Section IV
reports the three-step hybrid algorithm. Experimental results
and security analysis are presented in Sections V and VI,
respectively. Finally, conclusions of this paper are given in
Section VII.
II. TEMPLATE SECURITY METHODS
This section reviews the existing schemes for biometric
template protection. We categorize them into two approaches,
namely the biometric cryptosystem approach and the transform-based approach.
A. Biometric Cryptosystems Approach
Here we follow the presentation in Jain et al. [51] and categorize the biometric cryptosystems approach into two subapproaches: key-binding biometric cryptosystem and key-generation biometric cryptosystem.
1) Key-Binding Biometric Cryptosystem: In a key-binding
biometric cryptosystem, a secret key which is unrelated to the

biometric data is linked to a reference template. Helper-data is
generated from the secret key and the reference template. The
helper data is used to compensate for the variations in query
template without providing any significant information about
the original reference template. If the query template is sufficiently similar to the reference template, after error-correcting
decryption with helper-data, the correct secret key is released.
Davida et al. [19] first developed the off-line biometric identification scheme. In their scheme, an error-correcting code is employed to generate a check data and the original template
is hashed to generate
. At authentication, an error-correcting decryption process using
is employed to correct the
to . The new template
query biometric template from
is then hashed and compared with
and a decision is
made. Since the error tolerance of this method is not very strong,
multiple scans (images) were used in the training phase to learn
the intraclass variations. While no security analysis of the template protection was provided, it provides a good foundation for
protecting biometric template.
Juels and Watternberg [20] proposed a fuzzy commitment
scheme which treats the biometric template itself as a corrupted
codeword. The security of this method is linked to the number of
to a
codewords. The scheme encrypts the original template
pair (
,
), where is a randomly generated codeword. At authentication, given a query template , the method
and corrects it to the closest codeword
computes
. If
is close to ,
will
be corrected to , i.e.,
. Then
and
are compared to make the decision. This algorithm can tolerate
a relatively large error rate with enhanced security level. However, the authors did not present any experimental results. Also,
both the off-line scheme and the fuzzy commitment scheme require a binary input.
Juels and Sudan [21] proposed a fuzzy vault scheme. A secret
with a data set
. In order to
is embedded in a fuzzy vault
extract the secret, another set
needs to be presented to de, which should be sufficient similar to the set
crypt the vault
. The Reed–Solomon coding scheme [4] is employed. For
this purpose, a secret is first embedded into a polynomial which
into a new point set
is then used to transform the original set
. After that, chaff points are inserted into
to make it diffiis close
cult to identify genuine points. At authentication, if
, genuine points can be detected from
to reconstruct
to
the polynomial, and therefore the secret. This scheme has been
further modified and applied to fingerprint biometric [22], [24],
[30], face [48], and iris [26]. However, there are some limitamay leak some mestions of this method. First, the point set
sage because all the important information is stored without encryption. Second, insertion of chaff points will significantly increase the data size. Finally, the Reed–Solomon coding scheme
only contains integers in
assumes that the input data set
a limited range. Improved versions of the fuzzy vault scheme
have been proposed such as the fingerprint security scheme by
Uludag and Jain [23]. Helper data was employed for the alignment of the fingerprints to improve the authentication accuracy.
Nagar et al. [25] proposed a fusion scheme combining fuzzy
vault and fuzzy commitment. The fuzzy commitment scheme
was used to encrypt the ordinate values in the fuzzy vault with
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minutiae descriptor data. This way, even if the attacker can find
the geniune points in the fuzzy vault, the secret key cannot be
extracted.
A two-stage framework was proposed by Monrose et al. [37],
[38], which described a cryptographic key generation scheme
from biometrics. The error-correcting code is applied after a binary transformation of the feature vectors. In the first stage, the
biometric data is transformed into a binary string “feature descriptor” via thresholding. In the second stage, a cryptographic
key is generated from the feature descriptor with a cryptographic
algorithm. This scheme provides an interesting approach to protect templates with large intraclass variations and transforms the
original feature data into binary strings such that the error-correcting schemes can be applied. However, the security level is
insufficient (at most 60 bits) and the false rejection rate is relatively high (almost 20%).
Another two-stage scheme with binarization was proposed by
Goh and Ngo [40]. In this scheme, the original template is transformed using random projection and then thresholded to binary
representation (string). An error-correcting encryption, namely
cryptographic key interpolation, was employed to encrypt the
binary string. This scheme has been further modified and reported in [41] and [43]. However, the discriminability of the binarized templates is not discussed.
to a
Soutar et al. [18] transform the original template
with a filter function and embed
new representation
for protection. Tuyls et al. [34] proposed
a secret to
a -contracting function algorithm to deal with the intraclass
variation with helper data. Kevenaar et al. [35] proposed a
feature binarization scheme for face biometric, which selects
the most important features for generating the binary template.
However, these two algorithms used quantization to binarize
the biometric data, which causes information loss. Draper et al.
[36] suggested a metric for specifying the security level. Hao et
al. [31] evaluated different types of errors which are introduced
in iris recognition and then proposed a two-layer error correction coding method. They combined the Reed–Solomon code
and the Hadamard code for handling burst errors and random
errors, respectively. Draper et al. [32] applied the distributed
source coding to protect fingerprint template and Sutcu et al.
[33] analyzed and implemented the sketch, which is an error
tolerant cryptographic technique, for face biometric.
2) Key-Generation Biometric Cryptosystem: In a key-generation scheme, the cryptographic key is directly generated from
a biometric. The advantage of this approach is that, it does not
need an extra cryptographic key and, therefore, one need not
be concerned about the key security. The main issue in this approach is to generate a stable cryptographic key from a biometric
template in the presence of intraclass variations.
The early key-generation schemes applied the quantization
process to remove the intraclass variations during the key extraction process. Vielhauer et al. [41] proposed a signature biohash scheme which extracts 24-dimensional vector parameters
from the original signature data. For each parameter, its upper
bound and lower bound are used to determine a quantization
value. After quantization, the parameters are expected to be the
same within the same class. Dodis et al. [27] proposed two ideas
for generating biometric key, namely secure sketch and fuzzy
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extractor. In secure sketch, helper data is used to model the intraclass variations such that the reference template (biometric
key) can be exactly generated from a query template and the
helper data. The rationale of fuzzy extractor is to transform biometric templates with intraclass variations into the same biometric key. While these two ideas sound good, practical implementation was not presented. Some researchers [28], [29] have
followed this approach and proposed their own secure sketch
and fuzzy extractor schemes.
B. Transform-Based Approach
The transform-based approach does not encrypt the biometric
data but transforms the original templates into a new domain.
A “one-way” function is applied such that the original feature
template cannot be retrieved from the transformed one. Following Jain et al.’s [51] categorization, we further classify this
approach into two subapproaches: noninvertible transform and
salting.
1) Noninvertible Transform: Ratha et al. [7] first proposed
the concept of cancelable biometrics or cancelable template.
The original template is transformed to a new domain and,
therefore, can be canceled and reissued by changing the
transform parameters, if it is stolen or lost. Two distortion
transforms in signal and feature domains were discussed to
construct the cancelable template. The transform in the signal
domain includes the grid morphing and block permutation.
In the feature domain, high-order polynomials are used. With
these transforms, the authors claimed that the original template
cannot be reconstructed from the cancelable template. Ratha
et al. [7] provided the basics of the cancelable biometrics
but did not address the intraclass variation problem. Later
on, Ratha et al. [46], [47] proposed a cancelable biometrics
on fingerprint, based on three different transforms, namely
Cartesian transformation, radial transformation, and functional
transformation. While they achieved high template security,
the experimental results show that the recognition performance
using the cancelable template is degraded.
Tulyakov et al. [44] followed the cancelable template idea
and proposed a symmetric hash function (polynomials) as a distortion transform for fingerprint. To handle the intraclass variation, sets of local features were extracted and a global matching
of fingerprint was achieved by comparing with all the local feature sets. Ang et al. [45] proposed a key-dependent algorithm to
transform the original fingerprint template into the new domain.
They divided the original 2-D feature space into two halves
based on the key. Because it is hard to know which minutiae are
reflected, it is difficult to invert the transform. However, these
two algorithms do not perform well in handling the intraclass
variation problem, resulting in relatively large performance degeneration.
Sutcu et al. [43] proposed a functional distortion of the original template. With the extracted feature vector, they estimated
the distribution of each element in the training data, and approximated it by the Gaussian functions. Fake Gaussian functions are
combined together to confuse the attackers so as to increase the
noninvertibility. However, a detailed performance analysis was
not provided.
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2) Salting: Salting means that a user-specific password or
key is applied to increase the between-class variation and thus
enhance the discriminability. A transform takes the original biometric template and the user-specific key as inputs. Different
keys from different users will diverge the transformation results
such that the discriminability of the transformed templates are
enhanced. The transformed templates can be easily cancelled
and reissued via changing the key.
The biohashing algorithm [40] can be classified in this approach. Teoh et al. proposed a two-factor authentication algorithm [39] for fingerprint and a random multispace quantization (RMQ) algorithm [42] for face biometric. In both methods,
the original feature vectors are transformed into another domain
using random projection. The transformed template is further
converted into binary strings by a thresholding technique. In the
RMQ algorithm, with the use of user supplied data, a user specific random projection matrix is adopted so as to reduce the
false acceptance error. The authors claimed that a zero false acceptance rate can be achieved by the multisubspace projection
based on user supplied data. The RMQ algorithm may have a
security issue if the user data is stolen. However, without the
user data, the performance of this scheme may be degraded.
III. PROPOSED HYBRID APPROACH
From the review in Section II, it can be seen that no one
single template protection approach can simultaneously satisfy
the cancelability, security, and accuracy requirements. In order
to take the benefits of both approaches while avoiding their limitations, we propose to cascade the transform-based approach
with the biometric cryptosystem approach to form a new hybrid approach for face biometric. Furthermore, we propose a
discriminability enhancing binarization process to deal with the
intraclass variations, thereby helping to satisfy both the discriminability and security requirements.
As illustrated in Fig. 1, the proposed hybrid framework consists of three major steps. The input is a face template extracted
using a face representation algorithm such as the linear discriminant analysis (LDA). In the first step, a cancelable transform
is designed to generate a cancelable template. Normally, this
cancelable transform leads to a loss of discriminability. So in
the second stage, a discriminability enhancement transform is
applied to compensate for the discriminability lost in the first
stage and convert the cancelable template into binary representation (binary template). These two steps can be viewed as a
transform-based scheme. A biometric cryptosystem scheme is
adopted to protect the binary template and generate a secure
template. In this way, the hybrid framework makes an attempt
to satisfy all the template protection requirements. This preliminary idea has been published in [52].
1) Security: First, since the main objective of the cancelable
transform is to provide cancelable ability, a “near one-way”
transform can be used. Second, the discriminability enhancement transform, which is normally a nonlinear transform that outputs a binary face template, provides additional protection. Finally, a biometric cryptosystem-based
algorithm stores the template in hashed form, which is noninvertible. By using the three-stage protection, it will be

Fig. 1. Proposed hybrid framework for protecting face biometric template.

computationally hard to reconstruct the original face template from the secure face template.
2) Discriminability: The first and second steps belong to the
transform-based approach. However, existing transformbased schemes are not robust to intraclass variations. This
problem is especially severe in the binarization step which
will apparently cause information loss. Therefore, a good
binarization method needs to be designed to transform the
input cancelable template into a binary string and preserve
its discriminability. This compensates the discriminability
loss in the first step. In turn, the binary template will maintain the discriminability at least as good as the original template.
3) Diversity and Revocability: Different applications
require different sets of parameters in the cancelable
transform. The cancelable face templates and, therefore,
the secure face templates of an individual in different
applications will be different. In turn, the cross-matching
across databases will not be feasible. Moreover, the secure
face template can be canceled and reissued by changing
the cancelable transform parameters.
IV. THREE-STEP HYBRID ALGORITHM
Based on the proposed hybrid framework in Section III, a
three-step hybrid algorithm is developed for protecting face biometric template and its block diagram is shown in Fig. 2. The
algorithm consists of two phases, namely enrollment and query
phases. In the enrollment phase, the user’s face image is captured and the (original) face template is extracted through a feature extractor. In the first step, random projection is employed
as a cancelable transform to project the original template into
a subspace and generate a cancelable template. If it is compromised, the projection matrix can be changed in order to issue a
new template. In the second step, we develop a DP transform to
enhance the discriminability of the cancelable template and convert the real valued cancelable template into a binary template
(the preliminary version has been reported in [49] and [50]). Finally, the fuzzy commitment scheme [20] is employed to protect
the binary face template. Details of each step are discussed in the
following sections.
A. Random Projection
Random projection is a popular dimensionality reduction
technique and has been successfully applied in many computer
vision and pattern recognition applications. Recently, it has
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Fig. 3. Illustration of the DP transform.
Fig. 2. Block diagram of the proposed three-step hybrid algorithm.

also been employed as a cancelable transform [42] for face
biometric. The main purpose of the original random projection
is to project a set of vectors into a lower dimensional subspace
while preserving the Euclidean distances between vectors
before and after the transformation, with a certain probability.
The idea was first developed by Johnson and Lindenstrauss [1]
who proved the following Lemma:
Lemma 4.1 (Johnson-Lindenstrauss): Given
and an integer , let
be a positive integer such that
. For every set
of
points in
, there exists a transformation
such that for all

In the hybrid algorithm, we adopt random projection in the
first step to provide cancelability. A cancelable template
is constructed from the original template with a projection matrix . If the cancelable template is compromised, a new
cancelable template
can be reissued using another
to replace the old template . Lemma 4.1
projection matrix
indicates that this step has certain capability of preserving the
discriminability of the original feature vectors. However, this
dissimilarity depends on the transformed vector length. If the
transformed vector length is small, there will be a large discriminability loss. Also this step is not a “strong” one-way function.
Although attackers cannot retrieve the original feature templates
from the lower dimensional cancelable template, they can find
with the pseudoinverse
of the
an approximation
projection matrix . Thus, the output of this step needs further
protection.
B. Discriminability Preserving Transform
The DP transform is the key in the hybrid framework. It is
developed for discriminability enhancement and conversion of
a real valued template into binary template. This binarization
step is specifically designed such that it has the capability of enhancing the discriminability of the original feature templates. In
designing the transform, the following two criteria are considered.
• Criterion 1: If a cancelable template belongs to a class
, then after DP transform, should also belong to the
same class.

• Criterion 2: If a cancelable template does not belong to a
class , then after DP transform, should also not belong
to class .
The above two criteria imply that the discriminability of the
cancelable templates should be preserved after DP transform.
The rationale of our proposed DP transform is illustrated in
(data points
Fig. 3. Consider a two-class problem with class
represented by cross) and
(data points represented by circle).
and , and
in this
Given distinguishing points, say
example, any real-valued feature vector (cancelable template)
in -dimensional space can be transformed into a -dimensional
binary string
, where
:
:
where denotes the distance function and
is the distance
threshold. The proposed DP transform assumes that the distribution of the original feature templates is spherical. This assumption is reasonable since the original feature templates are assumed to have good discrimination ability and, therefore, their
distribution should be compact.
The original templates from the same class should be similar to each other, thus they will have about similar distances
to the distinguishing points. With a given threshold, they will
be transformed to have the same bit-value. The positions of the
distinguishing points are determined such that templates from
different classes will have significantly different distances to
the distinguishing points, resulting in different transformed bits.
Therefore, unlike a random thresholding process, we first determine the distinguishing points and thresholds based on the
training data so as to maximize the discriminability of the transformed binary templates. Details are given below.
1) The DP Transform for Authentication System: Assume
in the training set
with
there are classes
, respectively. For each class
cluster centers
(
), let
be the largest distance between a
data point in
to the cluster center
. A biometric authentication system is considered as a two-class problem (genuine
and imposter), and therefore, in determining the distinguishing
point set for class , we only need to consider the class , and
. Let
and
denote distance
functions in input and transformed spaces, respectively, and
be the threshold in the transformed domain. Given a data point
(cancelable template) , we would like to find a transformation
which has the following two DP properties:
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Fig. 6. Scenario one in proving the DP properties.

where

Fig. 4. Clustering in the DP-transform.

Fig. 5. Using direction as distance for clustering.

• Property One
If
, then
.
This property ensures that if belongs to class , after
transformation, also belongs to the same class (Criterion
1).
• Property Two
, then
.
If
does not belong to class
This property ensures that if
, after transformation,
will also not belong to class
(Criterion 2).
Our proposed transform consists of two steps. First, we
. Next, for each cluster, a correcluster point in
sponding distinguishing point is determined to distinguish
(illustrated in Fig. 4). So given the set of
the cluster from
will be distinguished
distinguishing points, the set
from .
: A spatial distance function such as
Clustering in
Euclidean distance is typically used in clustering. However, in
this paper, we propose to use directional measurement instead
of spatial distance measurement. As illustrated in Fig. 5, and
are two clusters obtained using spatial distance measurement,
which have different locations but similar directions w.r.t. .
Since two clusters are found, two distinguishing points will be
used. However, it can be easily seen that the two distinguishing
points are redundant and, in fact, one distinguishing point ( )
is sufficient to distinguish the two clusters
and
from the
set .
as
To facilitate the use of directional measurement, we use
in
can
an origin such that each cancelable template
be represented by a unit vector using the following equation:

denotes the number of cancelable templates in
. We determine representative directions from these
unit vectors (
) with the largest angular separation.
A -means algorithm is applied to find the directions. First
we find the direction
which has the largest angle with
which has the largest
the other unit vectors. Then find
, find
which has the largest angles to
angle to
and
, and so on. Using each of the vectors as a cluster
center, each vector
in
will be classified into one
of the groups or clusters based on the nearest neighbors of
,
,
. This way, groups
and the corresponding unit vectors (named
group directions)
are obtained.
Although we assume that the class distribution is spherical,
we do not have prior knowledge on the class distribution for
. In order to ensure the two DP properties hold, two
additional conditions are required on the template distribution
in group
in each group described as follows. For a template
with group direction
, denote
as the angle between
and the group direction
as shown in Fig. 6. For all
in , the must satisfy the following two conditions (the
two conditions can be merged into one, but for clear presentation
and better understanding, we state here as two conditions):
(1)
and
(2)
It is easy to show that the right-hand side of (1) and (2) are
does not belong to , i.e.,
bounded. Since
(3)
Therefore,
(4)
An analysis of the above conditions will be given in
are not satisfied,
Section IV-B2. If the above conditions for
the group
will be split into two groups until the conditions
are satisfied.
Pair for Each Cluster : This step
Determining
determines the positions of distinguishing points in each direction (unit vector) and the threshold value. The position of the th
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Similarly, the distances between the distinguishing point
and ,
can be written as

and

Fig. 7. Scenario two in proving the DP properties.

distinguishing point on the unit vector

can be written as
(5)

where is a real value (parameter) that controls the position of
along
.
can be positive or negative.
means
The value of
that
has the same direction as
and
as shown in Fig. 6. If
,
is in the opposite direction
and
as shown in Fig. 7. Combining
of
these two cases, the threshold for the distinguishing point
is then determined as
(6)
Therefore, what we need is a value
lows:

Since both
and
are greater than
should be smaller than . That is,

,

which is defined as fol-

(7)
and is a randomly
where
. As a result, value of the paramgenerated value in interval
eters
fall between
and . With these carefully determined parameter values, the DP transform can satisfy the above
DP properties.
2) Analysis of DP Properties: This section proves that the
proposed method satisfies the above-mentioned DP properties.
and
be the cancelable templates,
Let
and denotes the number of cancelable
where
pair transforms ,
templates in . Assume that the
and
(cluster center of class ) into bits , , and
, reand
. Here
spectively. We need to prove that
we consider two scenarios in which a distinguishing point is lo, respectively
cated in the same and opposite directions of
with respect to
.
Scenario One: In scenario one, a distinguishing point
is located in the opposite direction of
(illustrated in Fig. 6
). In this case,
. For any cancewhere
lable template in and in , let be the angle between
and
. The distance between the distinguishing point
and
can be written as
(8)
Substitute (1) into (8), we have

That is,
,
and
. Thereas a distinguishing point, ,
, and
are
fore, using
,
, and
, respectransformed into bits
tively. That means, cancelable templates in the class
will be
transformed into the same bit value “0” while cancelable temwill be transformed into the
plates not belonging to the class
opposite bit value “1”.
is located in the same
Scenario Two: In this scenario,
(illustrated in Fig. 7 where
).
is a
direction as
. Let
cancelable template in . In this case,
be the angle between
and
. The distances between
the distinguishing point
and ,
can be written as

It is equivalent to
(9)
So, we need to prove (9). From (7), we have

Substitute it into the right-hand side of (9), we have,

So (9) is satisfied, thus
. Then we have
,
, and
. So, using
as a distinguishing
, and are transformed into bits
,
,
point, ,
, respectively, thereby satisfying the DP properties.
and
C. The Fuzzy Commitment Scheme
The fuzzy commitment scheme [20] is employed for the binary template protection. To encrypt , the fuzzy commitment
scheme randomly chooses a codeword with the same length
as from an error-correcting code (e.g., BCH code). This is
and
. These two data items are
used to compute
stored in database.
is used as a helper data for error-coris used for matching process. Since
recting, while
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the proposed DP transform enhances the template discriminative power such that cancelable templates belonging to the same
class will be transformed into the same binary template , we
do not employ the error-correcting ability of the fuzzy commithere is just a randomly generated binary
ment scheme. So
string with the same length as .
D. Hybrid Scheme
This section summarizes the proposed method for face template protection.
Enrollment:
1) Input
training face templates
(
;
) from classes, each class has training
samples.
2) Denote as the length of the training template. Randomly
generate a series of
matrices
(
),
with Gram–Schmidt
and orthogonalize the columns of
is the length of the generated cancealgorithm, where
lable template.
,
3) For
to cancei) Transform each training template
(
;
lable template
).
ii) Compute the cluster center
of the cancelable templates in cluster .
(
), compute
iii) For each cancelable template
from
to .
the direction
iv) Apply -means algorithm to determine
centroid
, where
is the length of the
binary template.
distinguishing points
and
v) Determine the
thresholds
using (5) and (6) (
).
to the reference binary template
vi) Transform
with the distinguishing points and thersholds.
with the same
vii) Randomly generate a binary string
length as . Each binary template
is encrypted
.
to
,
and
are stored in
viii)
the database.
is issued to the correix) The projection matrix
sponding user.
Authentication:
1) A query template is presented with a projection matrix
which is claimed to belong to class .
.
2) Generate a cancelable template
and thresholds
3) Release distinguishing points
to the query (
) and generate a binary template .
. Compute
4) Release the stored data
and compare
with
.
V. EXPERIMENTAL RESULTS
The experimental results in this section are divided into three
parts. Part I reports the template discriminability at each stage
and illustrates the discriminability enhancement using the proposed DP transform. The accuracy of the proposed three-step

Fig. 8. Sample images of three persons in the FERET database.

Fig. 9. Sample images of three persons in the CMU PIE database.

Fig. 10. Sample images of three persons in the FRGC database.

TABLE I
EXPERIMENT SETTINGS

hybrid algorithm is evaluated and reported in Part II. The cancelability of the hybrid algorithm is discussed in Part III.
A. Face Databases
Three popular and public domain databases, namely FERET,1
CMU PIE,2 and FRGC,3 are employed in our experiments. The
face image variations include mild facial expression and illumination in the FERET database, illumination and pose in the
CMU PIE database, and illumination, expression, and mild pose
variation in the FRGC database. Sample images from these
databases are shown in Figs. 8–10, respectively. The database
parameters are shown in Table I, where is the number of users
in the database, denotes the number of images per user, and
is the number of images per user used for training.
1Available:
2Available:

http://www.itl.nist.gov/iad/humanid/feret/
http://vasc.ri.cmu.edu/idb/html/face/index.html

3Available:

http://www.frvt.org/FRGC/
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TABLE II
EXPERIMENT SETTINGS OF PART I

In these databases, the face region is manually extracted and
aligned. Fisherface [3] is used to extract the facial feature vector
which is considered as the original face template.
B. Part I: Evaluation of the Template Discriminability
The hybrid framework (Fig. 2) generates three different face
templates, namely cancelable template, binary template, and secure template. In this section, we evaluate the discriminability of
each template in terms of the genuine and imposter histograms,
as well as ROC curve. In particular, we illustrate that 1) the cancelable template discriminability is not as good as the original
template, and 2) the discriminability of the binary cancelable
template is enhanced, in comparison with the cancelable template, using the DP transform.
We also evaluate the template discriminabilities under pose
and/or illumination variations. The CMU-PIE database is selected for the experiments. The detailed experimental paramand
denote
eter settings are shown in Table II, where
the length of the cancelable template and binary template, respectively. For pose variation (no illumination change), the results are illustrated in Fig. 11. Fig. 11(a) shows the imposter
and genuine distributions using the original input face template.
The percentage value in the figure shows the percentage of the
overlapped area divided by total area. Therefore, the smaller
the overlapped value, the better the discriminability. This value
is 79.73% for the original template and 81.25% for the cancelable template [Fig. 11(b)] showing that the discriminability is
decreased after random projection. This is expected as cancelable transform provides a trade-off between cancelability and
discriminability. By applying the DP transform on the cancelable template, a binary template is obtained. The histogram for
the binary cancelable face template is plotted in Fig. 11(c). The
overlapped value drops to 58.32% which shows that the template discriminability is greatly enhanced after the DP transform. Fig. 11(d) plots the ROC curves of the original face template, cancelable face template, and the binary face template. It
illustrates that the discriminability of the cancelable face template is not as good as the original face template while the discriminability of the binary cancelable face template is much improved. Similar experiments were performed on images with
only the illumination changes in the CMU PIE database. The
results in Fig. 12 show that same conclusion as that of pose variation can be drawn. Even with the presence of both pose and
illumination variations, similar results are obtained (Fig. 13).
C. Part II: Accuracy Evaluation of the Hybrid Algorithm
This section evaluates and compares the accuracy of the
hybrid algorithm with the recently developed RMQ algorithm
[42]. The parameters in the proposed three-step hybrid algorithm are selected as follows. The dimensions after random
projection ( ) in the first step are selected as 40, 150, and

Fig. 11. Histogram and ROC curves for the CMU PIE database with pose variations: (a) histogram of original template; (b) histogram of cancelable template;
(c) histogram of binary template; and (d) ROC curves of original template, cancelable template, and binary template.

Fig. 12. Histogram and ROC curves on the CMU PIE database with illumination variation: (a) histogram of original template; (b) histogram of cancelable
template; (c) histogram of binary template; and (d) ROC curves of original template, cancelable template, and binary template.

250 for the CMU PIE database, FERET database, and FRGC
database, respectively. Four different numbers ( ) of distinguishing points in the DP transform, namely 120, 150, 180,
210, are used in both the CMU PIE and FERET databases.
In the FRGC database, 150, 200, 250, 350 are chosen as the
number of distinguishing points.
Experiments are performed in two scenarios. In scenario one,
the original feature template is projected into the same subspace
(use the same projection matrix for all the users). In scenario
two, original feature templates of different individuals are projected into different subspaces.
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Fig. 13. Histogram and ROC curve on the CMU PIE database with illumination and pose variations: (a) histogram of original template; (b) histogram of
cancelable template; (c) histogram of binary template; and (d) ROC curves of
original template, cancelable template, and binary template.

1) Scenario One: Authentication With the Same Subspace:
Fig. 14(a), (c), and (e) show the experimental results with
projection in the same subspace on the three databases, respectively. That means, query and reference templates share the
same distinguishing points, thresholds, and projection matrix.
In these figures, the labels “SRC,” ”original,” and “RMQ-S”
refer to the proposed hybrid algorithm, the original template
(i.e., Fisherface), and the RMQ algorithm, respectively. The
original template is used as a benchmark. These figures illustrate that, for all the selected parameter values, the proposed
hybrid algorithm outperforms the RMQ algorithm as well as
the Fisherrface. The equal error rate (EER) of these methods
are also recorded and tabulated in Table III. With the use of
the hybrid algorithm on the original template, the EER can
be reduced from 12.58% to 8.55% for the FERET database,
from 18.18% to 6.81% for the CMU PIE database, and from
31.75% to 16.68% for the FRGC database, respectively. This
shows that the DP transform can enhance the template discriminability. Moreover, the proposed algorithm outperforms the
RMQ algorithm.
2) Scenario Two: Authentication With Different Subspaces:
Figs. 14(b), (d), and (f) show the experimental results with projections in different subspaces for the three databases, respectively. In these figures, the labels “DRC” and “RMQ-D” refer to
the proposed hybrid algorithm and the RMQ algorithm, respectively. It can be seen from the figures that, for all selected parameters, our proposed hybrid algorithm outperforms the RMQ
algorithm. The EER of these methods are recorded and tabulated in Table IV.
All the experiments were performed on a typical personal
computer with a Pentium IV processor and the hybrid algorithm was implemented using MATLAB. Table V shows the
computation time for training one class in the training process
) and the time for testing one input query template
(

=

Fig. 14. Experimental results. (a) and (b) are on FERET database with kr
; (c) and (d) are on CMU PIE database with kr
; (e) and (f) are on
FRGC database with kr
. (a), (c), and (e) are in scenario one while (b),
(d), and (f) are in scenario two.

150

= 250

= 40

(
). These times include random projection, DP transform,
and fuzzy commitment scheme.
D. Part III: Cancelability Analysis of the Hybrid Algorithm
As mentioned earlier, a new cancelable template can be generated by changing the random projection mapping. In this section, we would like to see whether an attacker could successfully
access the system using a compromised cancelable template as
well as all the user-specific information. In this case, we assume
that the attacker has accessed to the original template, distinguishing points, thresholds, and the compromised random projection matrix.
To evaluate the cancelability of the proposed algorithm, three
are randomly generated
random projection matrices
for testing. Six sets of experiments with
are conducted, where
means that matrix
is used for the enrollment while matrix
is used as query. The attacker has compromised a secure
template and has all the user-specific information including the
DP transform parameters (distinguishing points and thresholds),
the original biometric data of the genuine user, and the compro. A new secure template is genermised projection matrix
by the
ated and issued using the “new” projection matrix
system to replace the compromised one. The attacker attempts
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TABLE III
EER (IN %) FOR THE HYBRID ALGORITHM, RMQ ALGORITHM AND THE ORIGINAL TEMPLATE (FISHERFACE) IN SCENARIO ONE

TABLE IV
EER (IN %) FOR THE HYBRID ALGORITHM, RMQ ALGORITHM AND THE ORIGINAL TEMPLATE (FISHERFACE) IN SCENARIO TWO

TABLE V
COMPUTATION TIME (IN SECONDS) OF THE HYBRID ALGORITHM

to match the reissued secure binary template via presenting the
compromised
with the original biometric data of the genuine
user. If the probability of successful matching is low, then the
system has a high cancelability. We test the cancelability using
the FERET, CMU PIE, and FRGC databases, with parameters
and
,
and
, and
and
, respectively.
The results in Figs. 15(a)–(c) show that using templates gento access a system in which the enrollerated by the matrix
ment templates are generated using matrix
, is not
feasible. The genuine accept rate (GAR) is as low as the false
accept rate (FAR), implying that the query applying different
projection matrix to the reference will mostly be rejected. This
shows that the hybrid algorithm has good diversity. At the same
time, the accuracy of matching between templates generated by
the same matrix is high. The three ROC curves for three different
matrices in each figure are very close, which implies that the replacement of projection matrix will not significantly affect the
system accuracy. This shows that the proposed algorithm has a
good revocability. Based on this, we conclude that the proposed
algorithm has good cancelability.
VI. SECURITY ANALYSIS
This section analyzes the security strength of the proposed
algorithm as well as each step in the proposed algorithm. Two
types of potential attacks, namely brute-force and “smart” attacks, are considered. The brute-force attack tries to guess the
biometric data without any information while “smart” attacks
make use of available information, such as matching score, to attack the system. Three smart attacks, namely masquerade [12]
attack, hill-climbing attack [9], [13]–[16], and affine transformation attack [17], are considered in this paper. The summary
is given in Table VI. It can be seen that the security strength of
the random projection and DP transform are low and medium,
respectively, in smart attacks, but the full hybrid algorithm is
very secure. This justifies that a hybrid algorithm is required.

Fig. 15. Cancelability test. (a) On the FERET database with kr = 150, kc =
210, (b) on the CMU PIE database with kr = 40, kc = 210, and (c) on the
FRGC database with kr = 250, kc = 250.

Before reporting the analysis, we first discuss the data leakage
of our scheme.
A. Data Leakage
Some information/data used in the algorithm are stored
without protection. In a smart attack, an attacker may make
use of this information. In order to consider the worst-case
scenario, we assume that all the following unprotected data will
be leaked to the attacker as follows:
1) the projection matrix in random projection;
2) the distinguishing points and thresholds in DP transform;
in fuzzy commitment
3) the unencrypted part
scheme.
B. Random Projection
The random projection step is secure against the brute-force
attack because the original templates are real-valued and highdimension. However, since the projection matrix is not protected, an attacker could make use of the projection matrix and
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TABLE VI
SECURITY STRENGTH OF THE PROPOSED ALGORITHM AS WELL AS EACH STEP IN THE ALGORITHM

construct its pseudoinverse matrix to recover the (approximated)
original template from the projected templates. So this step is
vulnerable to the masquerade attack. Also, since the matching
scores between projected templates reflect the distance between
original templates, the random projection is not secure against
the hill-climbing attack and affine transformation attack.
In conclusion, the random projection is insecure.
C. DP Transform
In the second step, the DP transform converts the cancelable
template into a binary cancelable template which is relatively
secure. The distinguishing points and thresholds are exposed
to attackers and may cause a smart brute-force attack because
they contain the original template’s information. However, to
utilize them, the attackers need to know these distinguishing
points are chosen under scenario one or scenario two (as discussed in Section IV-B2). As we have distinguishing points,
combinations. So it is hard to implement a
there are totally
smart brute-force attack with the known distinguishing points
and thresholds. Therefore, DP transform has a high security
against a brute-force attack.
Recoveryofthecancelabletemplatefromthebinarycancelable
template might still be feasible because the transformed binary
template contains discrimination information of the cancelable
templates. Due to the information loss in the binarization, it would
not be as easy as the first step. However, a masquerade attack may
still be feasible. The attacker may not try to recover the original
template, but constructs a fake original template directly. So, after
random projection and DP transform, the input real-valued fake
template will be converted to the same binary template. And therefore the attacker could access the system. While this attack is not
straightforward, it is feasible. Therefore, the DP transform has a
medium security against a masquerade attack.
Although the matching score from the DP transform is an
integer value, an attacker may consider it a quantized matching
score and adopt the hill climbing algorithm [14], [15]. In this
way, the cancelable template could be approximately reconstructed. In turn, the DP transform has a medium security
against the hill-climbing-based attack.
Finally, for the affine transformation attack, the real-valued
cancelable template is very hard to be reconstructed from a binary template. Moreover, the quantized matching score, distinguishing points, and thresholds are not useful in affine transform attack. Therefore, the DP transform is very secure against
an affine transform attack.

For the masquerade attack, an attacker can get information
. As long as the attacker does not know , he
from
from
. This is why a hash function
cannot extract
is employed to protect . Note that it is very hard to recover
from the hashed data
. For example, with the MD5
operhashing algorithm [5], an attacker would require
ations to recover the hashed data, on average, which is more
expensive than the brute force attack. On the other hand, the atis a
tacker may try to guess . In the proposed algorithm,
bits binary template ( is 210 or 350).
randomly generated
operations to guess it.
Therefore, it will cost the attacker
So the fuzzy commitment scheme step has high security strength
against the masquerade attack.
The fuzzy commitment scheme performs matching between
and
. Betwo hashed data
cause of the property of the hash function, the distance beand
will not reveal
tween
and . Theredistance information between
fore, the matching score between two hashed data is useless for
the hill-climbing attack and affine transformation attack. Therefore, the fuzzy commitment scheme is very secure against their
attacks.
Since the binary template is hashed, it is extremely hard for
attackers to directly extract the binary template from the stored
data. However, a brute-force attack is still feasible. The probability of success of such an attack depends on the amount of
information contained in the binary template. Here we measure
the information content of the binary template.
In the ideal case, the entropy of the transformed binary template is the bit string length . So a brute force attack would
operations, on average, to guess the binary temrequire
is equal to 210 or 350 which is
plate. In our experiments,
very secure with respect to the current industry standard. Unfortunately, in practice, due to the distribution of the original
biometric data, the corresponding transformed binary template
may not be uniformly distributed and may not have the maximum entropy . In this case, we need to calculate the true entropy of the binary templates. A direct calculation of the entropy
of a bit string with large length is not feasible. Therefore, we
choose two different ways to compute the entropy of the binary
template: summation bit entropy and degrees of freedom.
In the first method, we calculate the entropy of the whole
binary template via summing the entropies of each bit together.
) is computed by the
The entropy of each bit (
binary entropy function
(10)

D. Fuzzy Commitment Scheme
In the fuzzy commitment scheme step, binary templates are
and
.
encrypted and divided into two parts:

. The summation of these entropies
where
for each bit is the total entropy of the binary template, which
is shown in Table VII.
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E. Full Algorithm

TABLE VII
INFORMATION CONTENT OF THE BINARY TEMPLATES

Since the three steps are integrated together in the proposed
hybrid algorithm, the attacker cannot get the output from the
first and/or second steps. Thus, the data leakage (projection matrix, distinguishing points and thresholds) of our algorithm will
not reveal important information to attackers. Also, since the
binary templates are encrypted, attackers would not be able to
access the binary templates. Therefore, neither the masquerade
attack nor the hill-climbing attack/affine transformation attack
would effectively break the algorithm. In conclusion, the proposed hybrid algorithm has high security strength against both
the brute-force attack and smart attacks.
VII. CONCLUSION

Fig. 16. Distributions of the Hamming distance between the reference binary
template for the (a) CMU-PIE, (b) FERET, and (c) FRGC databases, respectively.

The equation assumes that bits in the binary template are uncorrelated to each other. However, in practice, the bits may not
be totally independent, and thus the summation of the entropy
of each bit is not equal to the entropy of the binary templates. To
estimate the true entropy of the binary template, we adopt the degrees of freedom proposed by Daugman [11]. In Daugman’s experiments, it was observed that the Hamming distances between
different iriscodes (binary strings) follow a fractional binomial
distribution, so the comparison between different iriscodes can
be treated as a sequence of Bernoulli trials. Daugman calculated
as the discrimination entropy of the
the degrees of freedom
of the fractional binoiriscodes. To estimate , the variance
mial distribution is utilized, which has the following relationship with :
(11)
where is the average normalized Hamming distance and
is the variance of the normalized Hamming distances between
binary templates from different individuals.
Note that (11) is applicable only in the situation that the Hamming distances between different binary strings closely follow
a binomial distribution. In our case, the Hamming distances between different binary templates do fit the binomial distribution
as shown in Fig. 16. So we use (11) to calculate the entropy of
the binary templates.
We calculate the entropy of the reference binary templates of
each face database, respectively, with the above two methods,
and the results are shown in Table VII. It shows that the two
measures are sufficiently close to each other as well as to binary
template length . This implies that the bits in the reference
binary template are almost uncorrelated and have a nearly equal
chance to be either “0” or “1”.
From the above analysis, it can be seen that the entropy of the
binary template is very high, and therefore, the fuzzy commitment scheme is very secure against brute-force attack.

A hybrid framework for face template protection has been
developed. The proposed hybrid approach takes advantage of
both the transform-based approach and biometric cryptosystem
approach. The proposed framework consists of three parts,
namely cancelable transform, discriminability enhancement
conversion, and template protection. Each part provides the
template cancelable ability, discriminability, and security,
respectively.
Based on the proposed framework, a hybrid algorithm composed of random projection, DP transform, and a fuzzy commitment scheme is also developed. The random projection is
used to provide the cancelability. The DP transform is developed to convert real-valued cancelable templates to binary templates while the discriminability is preserved, so that it can be
easily encrypted in the fuzzy commitment scheme. Since there
may have a discriminability loss in the random projection step,
DP transform could compensate the lost in the projection step.
This algorithm overcomes the limitation of the random projection and the fuzzy commitment scheme. The fuzzy commitment
scheme is finally employed to encrypt the binary cancelable face
template. A comprehensive security analysis of the proposed algorithm is also reported. It is shown that the proposed algorithm
is secure against both burst force and smart attacks. Three publicly available face databases, namely the FERET, CMU PIE,
and FRGC databases, have been used to evaluate the proposed
method. Experimental results show that the proposed method
not only protects the template but is also able to increase the
template discriminability.
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