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Approach." IEEE TIFS, 2020



Face Spoofs

Live Paper Mask Half Mask Mannequin Paper Cut Impersonation Replay

Silicone Mask Print Cosmetic Paper Glasses Transparent FunnyEye Obfuscation

All spoofs except Mannequin, Impersonation, Transparent, and Obfuscation belong to the same person in Live.



Limitations of Prevailing Face Anti-Spoofing 
Approaches
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CNN vs. FCN
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Datasets



Accurate Face Anti-Spoofing on Unknown Spoof Types

Live Paper Mask Half Mask Mannequin Paper Cut Impersonation Replay

Silicone Mask Print Cosmetic Paper Glasses Transparent FunnyEye Obfuscation

100% 96% 95% 95% 90% 72%

51% 44% 43% 39% 33% 31%56%

TAR @ 2.0% FAR:

All spoofs except Mannequin, Impersonation, Transparent, and Obfuscation belong to the same person in 
Live.



Results on SiW-M: Unknown Attack Protocol



Cross-Dataset Generalization

“CASIA→Replay” denotes training on CASIA and testing 
on Replay-Attack

Half Total Error Rate (%)



Failure Cases



Visualization
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Summary

Global Guidance Local Features Interpretable
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Adversarial Attack on AFR Systems
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Adversarial Faces
FGSMPGDInput ProbeEnrolled Face

Cosine similarity scores ∈ [−1, 1] via ArcFace . Score > 0.28 is accepted as genuine (threshold @ 0.1% FAR) 



Obfuscation Attack
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Cosine similarity scores ∈ [−1, 1] via ArcFace . Score > 0.28 is accepted as genuine (threshold @ 0.1% FAR) 



Impersonation Attack
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Requirements of an Adversarial Face Generator

01 Visually Realistic 02 Successful Attack 03 Controllable 04 Transferable



1. Visual Realism
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2. Attack Success (Obfuscation)
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Examples of Obfuscation Attack
Gallery Probe AdvFaces GFLM PGD FGSM

Cosine similarity scores ∈ [−1, 1] via ArcFace . Score > 0.28 is accepted as genuine (threshold @ 0.1% FAR) 



What is AdvFaces Learning?
Probe Adv. Mask Visualization Adv. Image



Evaluation Protocol
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Datasets
Training: CASIA-WebFace Testing: LFW

13,233 images of 5,749 subjects
Filter -> 9,164 images of 1,680 

subjects

494,414 images of 10,574 subjects

Obfuscation Attack: 484,514 comparisons



Quantitative Results: Obfuscation
AdvFaces GFLM PGD FGSM

Attack Success Rate (%) @ 0.1% False Accept Rate
FaceNet 99.67 23.34 99.70 99.96
SphereFace 97.22 29.49 99.34 98.71
ArcFace 64.53 03.43 33.25 35.30
COTS-A 82.98 08.98 18.74 32.48
COTS-B 60.71 05.05 01.49 18.75

Structural Similarity
0.95 ± 0.01 0.82 ± 0.12 0.29 ± 0.06 0.25 ± 0.06

Computation Time (s)
0.01 3.22 11.74 0.03
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FaceGuard:
A Generalizable Defense Against Adversarial Faces

Real AdvFaces PGD FGSM SemanticAdv GFLM DeepFool



Prevailing Defenses



Prevailing Approaches Overfit

Robustness (Adversarial Training) Binary CNN - Detection



Proposed FaceGuard



Proposed FaceGuard
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Detector Results



Purifier Results



Generator Quality

Within Iteration Across Iteration



Visualizing Perturbed Regions

Detect & Localize Purify

(a) Enrolled (b) Probe (c) AdvFaces (d) Proposed FaceGuard
0.85 0.29 0.78Blue: Real; Red: Adversarial



Purifier Quality
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Summary

SOTA Adversarial Synthesizer SOTA Adversarial Detector SOTA Adversarial Purifier
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Unified Detection of 
Digital and Physical Face Attacks

Adversarial Faces Digital Manipulation Spoofs

Gradient Learning Warping Id. Swp Expr. 
Swp

Face 
Synth.

Print Replay Wearable
Mask

Makeup PartialAttr.
Manip.

FGSM

PGD AdvFaces

DeepFool Semantic GFLM

DeepFake

FaceSwapFace2Face

StarGAN

STGAN StyleGAN

Half

Paper

Transparent

Mannequin

Silicone

Cosmetic

Obfusc.

Imperson.

PaperCut

FunnyEy
e

PaperGlas
s

Print Replay

3D
Mask

Digital Attacks Physical Attacks



JointCNN

Overall TDR @ 0.2% FDR = 
53.19%

Fake
Real Joint

CNN

Fakeness Score ∈
0,1

0: Real, 1: Fake 



Unified Detection of 
Digital and Physical Face Attacks
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Quantitative Results



Attack Category & Type Classification



Architectural Analysis



Failure Cases



Summary

Unified Detection SOTA Detection Performance Free Attack Classifier



Publications
1. D. Deb, X. Liu and A. K. Jain, "Unified Detection of Digital and Physical Face Attacks", arXiv:2104.02156, 2021.
2. D. Deb, X. Liu and A. K. Jain, "FaceGuard: A Self-Supervised Defense Against Adversarial Face Images", 

arXiv:2011.14218, 2021.
3. J. J. Engelsma, D. Deb, K. Cao, A. Bhatnagar, P. S. Sudhish and A. K. Jain, "Infant-ID: Fingerprints for Global Good", to appear 

in the IEEE  PAMI, 2021.
4. Deb, D. Aggarwal and A. K. Jain. “Child Face Age-Progression via Deep Feature Aging”,  in IEEE ICPR, 2021
5. D. Deb and A. K. Jain. “Look Locally Infer Globally: A Generalizable Face Anti-Spoofing Approach”,  in IEEE TIFS, 

2020
6. D. Deb, J. Zhang and A. K. Jain, “AdvFaces: Adversarial Face Synthesis”, in IEEE IJCB, 2020
7. H. Xu, Y. Ma, H. Liu, D. Deb, H. Liu, J. Tang and A. K. Jain, “Adversarial Attacks and Defenses in Images, Graphs and Text: A

Review”, in IJAC, 2020
8. D. Deb, A. Ross, A. K. Jain, K. Prakah-Asante and K. Venkatesh Prasad, “Actions Speak Louder Than(Pass)words: Passive 

Authentication of Smartphone Users via Deep Temporal Features”, in IEEE ICB, 2019.
9. J. J. Engelsma, D. Deb, A. K. Jain, P. S. Sudhish and A. Bhatnagar, ”Infant-Prints: Fingerprints for Reducing Infant Mortality”, 

in IEEE CVPRW-CV4GC, 2019
10. Y. Shi*, D. Deb* and A. K. Jain, “WarpGAN: Automatic Caricature Generation”, in IEEE CVPR, 2019.
11. D. Deb, N. Nain and A. K. Jain, “Longitudinal Study of Child Face Recognition”, in IEEE ICB, 2018
12. D. Deb, S. Wiper, S. Gong, Y. Shi, C. Tymoszek, A. Fletcher and A. K. Jain, “Face Recognition: Primates in the Wild”, in IEEE 

BTAS, 2018.
13. D. Deb, E. Tabassi, T. Chugh and A. K. Jain, “Altered Fingerprints: Detection and Localization”, in IEEE BTAS, 2018
14. D. Deb, T. Chugh, J. Engelsma, K. Cao, N. Nain, J. Kendall and A. K. Jain, “Matching Fingerphotos to Slap Fingerprint 

Images”, arXiv:1804.08122, 2018.
15. D. Deb, L. Best-Rowden and A. K. Jain, “Face Recognition Performance Under Aging”, in IEEE CVPRW, 2017.



Questions?



Extras



Face Feature Extraction
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Spoof-in-the-Wild-Multiple-Attacks (SiW-M) Dataset
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Results on SiW-M: Known Attack Protocol



Subtlety of Obfuscation Makeups
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2. Attack Success (Obfuscation)
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Cosine similarity scores ∈ [−1, 1] via ArcFace . Score > 0.28 is accepted as genuine (threshold @ 0.1% FAR) 



Ablation Study
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Quantitative Results: Impersonation

AdvFaces A3GN PGD FGSM
Attack Success Rate (%) @ 0.1% False Accept Rate

FaceNet 20.85 ± 0.40 05.99 ± 0.19 76.79 ± 0.26 13.04 ± 0.12

SphereFace 20.19 ± 0.27 07.94 ± 0.19 09.03 ± 0.39 02.34 ± 0.03

ArcFace 24.30 ± 0.44 17.14 ± 0.29 19.50 ± 1.95 08.34 ± 0.21

COTS-A 20.75 ± 0.35 15.01 ± 0.30 01.76 ± 0.10 01.40 ± 0.08

COTS-B 19.85 ± 0.28 10.23 ± 0.50 12.49 ± 0.24 04.67 ± 0.16

Structural Similarity
0.92 ± 0.02 0.69 ± 0.04 0.77 ± 0.04 0.48 ± 0.75

Computation Time (s)
0.01 0.04 11.74 0.03

Impersonation Attack: 9,164 comparisons / fold



Gallery Target’s 
Probe

Probe AdvFaces A3GN FGSM

Cosine similarity scores ∈ [−1, 1] via ArcFace . Score > 0.28 is accepted as genuine (threshold @ 0.1% FAR) 

Examples of Impersonation Attack



Controllability
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Transferability



Transferability
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Additional Adversarial Detection Results
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FaceGuard Loss Curves
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FaceGuard: Ablation Study
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UniFAD: Generalizability Study



UniFAD: Ablation Study
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